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1 HasHauyeHus nporpaMMHoro nHtepdelica REST API

[aHHbIn nporpaMmmMHbIli MHTEpdeinc npegHasHayYeH 41 UHTerpaumMm CTOPOHHUX KOMMOHEHTOB € NPOAYKTOM
InfoWatch Traffic Monitor (ganee Traffic Monitor). CTOPOHH/ME KOMMOHEHTbLI MOTYT CaMOCTOATENIbHO
dhopMMpoBaTh AOKYMEHTbI, NPEACTaB/IAILLME COO0N «DTASIOHHbIE BbIFPY3KM 6a3 AaHHbIX» U «DTa/IOHHbIE
[OKYMeHTbI» U fianee, UCnosb3ys NpefocTas/eHHbll nHTepdeiic, nepegasatk ux B Traffic Monitor. Mocne
3TOr0 NepefaHHble BbIrpy3kU U 3Ta/TOHHbIE AOKYMEHTbI ByayT AeTeKTMpoBaTbCs B aHanmanpyemsbix Traffic
Monitor NoTOKax AaHHbIX. [paBuna AeTekTMpoBaHus BbIrpy3ok u 3 3agarotca B kKoHconu Traffic Monitor.
CTOPOHHWI KOMNOHEHT TOJIbKO 3arpyaet U 06HOB/SET COAEPXKMMOE BbIrpy3ku unu 3. CTOPOHHUIA
KOMMOHEHT [0/DKEeH ObITb 3aperMcTpupoBaH B CUCTEME COracHo npoueaype, kKotopas onvcaHa B pasgene
«Perncrpauust CTOPOHHEro KOMMOHEHTa.



2 O6ulee onncaHne nporpamMmHoro nHtepdoerica REST API

MporpammHbIi HTepcheiic npeacTasnsieT co6oii REST API, T.e. nocnefoBaTe/IbHOCTb 3anpocoB K Web-
cepeepy. MporpaMMHbIli MHTEpDENiC NPefoCTaB/ISET CEAYHOLLME BO3MOXHOCTU:

« Co3flaHve 3Ta/lIoHHO BbIrpy3ku REST API;

« OGHOB/EHME 3TASIOHHOM BbIrpy3Kku REST API;

« [lo6aBneHne coaepXXMMOoro K aTasIoHHO BbIrpy3ke REST API;

« lMonyyeHne COCTOSIHUSI ATASTIOHHOW BbIrpy3ku REST API;

« VIHMUMMpOBaHKe pacnpoCcTpaHeHUs1 HOBOTO COAEPXXMMOTO 3arpy>XXeHHbIX 3Ta/IOHHbIX
[IOKYMEHTOB Ha MoAynu aHanunsa REST API;

« lMonyuyeHne Bepcun MHTepdeiica, KOTopbIii NnogaepxmBaeTcs Traffic Monitor REST API.

« Co3flaHve KaTa/iora 3Ta/lIoHHbIX JOKYMEHTOB;

« YpaneHuve katanora 3Ta/loHHbIX JOKYMEHTOB;

« Co3/1aHMe 3TaNIOHHOrO [I0KYMEHTa;

« [o6aBneHne coaepXMMoro aTaJIOHHOIO JI0KYMEHTa;

« [NonyyeHve COCTOSIHUS 3TA/IOHHOTO AOKYMEHTA.

2.1 Co3gaHue aTasIOHHOM BbIrpy3ku REST API

FingerPrintDsc Create(string name, string[] columns)

®YHKUMA CO30aET 3TA/TIOHHYHO BbIrPY3KY C 3aaHHbIM MUMEHEM 1 CMIUCKOM UMEH KOSTIOHOK 3Tas/TOHHOIA
BbIrPy3ku. Bo3Bpallaercs onvcaHme co3faHHOro aTasioHHoro oobekTa (FingerPrint).

2.2 OGHOB/EHME 3TaJIOHHOM BbIrpy3Ku REST API

FingerPrintDsc UpdateContent(string FingerPrintId,string[]content)

®YHKUWS NO3BO/ISET 3arpy3unThb B CYLLECTBYIOWMIA 3TANIOHHbI 06BEKT (BbIFPY3KY) Er0 COAEPXMMOE.
DTasI0HHbIN 06BLEKT ONpPeensieTcs ero NAeHTMUKaTOPOM (None CTPYKTYpbl FingerPrintDsc). Bo3BpallaeTcs
onucaHue 3TaJIOHHOTo 06bekKTa (FingerPrint). Mocse 3arpy3ku CoAepXMMOro HaurHaeTca Npouecc
npeo6pa3oBaHnis U COXPaAHEHNS COAEPXMMOr0 3Ta/IOHHOTO 06bekTa. JlaHHas PyHKUMS LE/TMKOM 3aMeHsIeT
COAEPXMMOE 3Ta/IOHHOMO 06bEKTA.

2.3 [lo6aBrieHne coaep>XMMOro K 3TaJIOHHON BbIrpy3ke REST API

FingerPrintDsc AddContent(string FingerPrintId, string[] content)

®yHKLMA N03BONSAET A06aBUTL B CYLLECTBYHOLLMI 3TA/IOHHbI O6LEKT (BbIFPY3KY) AOMNO/HUTENBbHOE
COAEepXMNMOoe. DTaTOHHbIN 06BLEKT onpeaensieTcs ero naeHTNUKaTopom (none CTpykTypbl FingerPrintDsc).
BosBpaliaeTcs onucaHme aTasIoHHOro o6bekTa (FingerPrint). Mocne 3arpy3ku CO4EepPXUMOro HaunHaeTcs
npoLecc Npeobpa3oBaHns 1 COXPaHEHUS COAEPXXMMOro 3TaNIOHHOMO o6bekTa. JaHHas yHKUMSA LeMKoM
3aMEHAT COAEPXKMMOE 3TANIOHHOMO OObeKTa.

2.4 Mony4yeHne COCTOSHNS 3Ta/IOHHOI BbIrpy3ku REST API

FingerPrintDsc GetInfo(string FingerPrintId)

®YHKLMA NO3BONSIET NOJYUYNTb MHPOPMALMIO O CYLLIECTBYIOLLEN 3TaNIOHHOI BbIrpy3ke. Bo3BpaliaeTcs
onvcaHme 3Ta/loHHOTo 06bekTa (FingerPrint). BaxHbIM NosieM pe3y/bTaTta Bbi30Ba 3TOl (YHKLMM SIBNAETCS
rnose craryca 3Ta/IOHHON BbIrPy3KK.



2.5 VIHMummnpoBaHme pacnpocTpaHeHUS HOBOrO COAEPXXUMOTO
3alpyXeHHbIX 3TaJIOHHbIX AOKYMEHTOB Ha MOAY/IN aHa/1N3a REST API
Void Ditribute()

PYHKUMA NHALMMPYET NpoLeaypy pacnpoCcTpaHeHNs HOBOTO COAEPXMMOr0 3Ta/IOHHbIX BbIrPy30K M0 MOAYNAM
aHanmsa. PyHKUMS CMHXPOHHas. lNMocne eé BbinosiHeHus cuctema Traffic Monitor rotoBa K A€TEKTMPOBaHMIO
HOBOTIO COLEPXXUMOTO B aHaNU3NPYEMbIX NMOTOKaX AaHHbIX.

2.6 [Mony4veHne Bepcumn NHTepeiica, KOTopPbI NoaaepXnBaeTca
Traffic Monitor REST API

VersionInfo GetInterfaceVersion()
®YHKUMA NO3BOAET NOAYUUTL MHhOpMaLmio 06 nHTepdheiice, KOTOpbI nogaepxusaet Traffic Monitor.

Kaxkgas yacTb BbIrpy3ku, KoTopas 3arpyxaetcs B Traffic Monitor, npoxoguT aTanbl npeo6pa3oBaHns BO
BHYTPEHHW dhopMaT 1 coxpaHeHust B 6a3e AaHHbIX. [1ocsie 3Toro CTOPOHHUI KOMMOHEHT JO/MKEH AaTb
KOMaHZy O nepefade HOBOW BbIrpy3ku cucteMam aHannsa Traffic Monitor. Takum 06pa3om MOXHO 3arpy3vTb
Mo YacTAM AOCTaTOUYHO GOJbLUYIO BbIFPY3KY. T.€. BbIrpy3Ka 3arpy)aeTcsl B HECKO/IbKO 3arnpocoB, a 3aTeM
0fiHOW KOMaH/10/i pacnpoCcTpaHsieTcA No cUCTeMaM aHanu3a.

Kaxablii aTan 06paboTky 3arpy)XeHHOW 3TasIOHHOI BbIFPY3KM 3aHMAET HEKOTOPOE BpeMsi. Ha Kaxom aTane
MOTYT NPOU30IATY OLLNGKMU.

MporpaMMHbIA MHTepdIelic NO3BO/ISIET OTCNEXMBATL 3Tarnbl 06pabOoTKN BbIFPY3KM U pearnpoBaTtb Ha OLLIMOKN,
KOTOpble MOIyT NPOM30TK BO BPEMS 06pabOoTKMU.



3 dopmar 3Ta/IOHHOW BbIFPY3KN 1 3TASIOHHOTO I0KYMEHTa
REST API

STasI0HHasA BbIrpyska npeacTasnseT coboli nocnefoBaTeNlbHOCTb CTPOK B Koanposke UTF-8. CTPOKM AO/MKHbI
6bITb pasgeneHbl cumeonamu CRLF unu LF. 3HayeHuns sueek B CTPOKE AO/MKHbI ObiTh pasfesnieHbl CMMBOaMM
TAB nnn “;’(Comma). laHHble orpaHnyeHnss COOTBETCTBYIOT dpopmary TSV (Tab separated values) unu CSV
(Comma separated values). Yncro sueek BO BCcex CTpoKax AO/MKHO coBrnagarth. MNpu co3gaHn BbIrpy3ku
yKa3blBaeTcs uncnio gyeek. OHO paBHO YMC/y UMEH CTONBLOB, KOTOpble NepegatoTcs B oyHkumio Create. B
CYLLECTBYHOLLYIO 3TA/IOHHYIO BbITPY3KY MOXHO 3arpyXaTb TOMIbKO COAEPXUMOE, FAe YAC/I0 AYeeK B CTPOKe
paBHO ymMcny, kKOTopoe 6bIN10 YkazaHo Npy co3gaHuu. Jlloboe apyroe YMCIo sHeek caenaet BbIrpy3ky
HeBa/IMAHOIA.

STasI0HHBIN JOKYMEHT npeacTaBnseT coboit thaiin nboro chopmara. Ecnu chaiin sasnserca
He3alwndpoBaHHbIM apx1BoM, Cuctema nssnekaet alinbl U3 apxvea, obpabdarbiBaeT NX HE3ABUCUMO ApYr
OT Apyra v co34aeT OTAE/bHbIM 3TaNOHHbIM OKYMEHT Ha OCHOBE KaXKA0ro M3B/1IeHEHHOro doalina (aTaslIoHHbIl
[OKYMEHT Ha OCHOBE BCero apxusa He co3gaeTcs). Bce co3gaHHble 3TafloHHbIE JOKYMEHTbI MOMeLLaloTCcs B
KaTasior, BbIGpPaHHbI Npy CO34aHNM 3TaNIOHHOTO AOKyMeHTa. Ecnn dhalin senseTtcs 3awmnpoBaHHbIM
apxvmBoM, CuctemMa He co3gaeT 3TasIOHHbIN AOKyMeHT. Ecnu dhaiin saensetca daiisiom Tuna "KoHTenHep",
CucTtema co3faeT OA4MH 3Ta/I0HHBIA JOKYMeHTa Ha ocHoBe (haina.



4 Peructpaumsi CTOPOHHEro KoMnoHeHTa REST API

ans

MHTEerpaunmn CTOPOHHEro Mmoaysa nepexeara gaHHbIX C cuctemoi Traffic Monitor HY>XHO BbINOJ/THNTb

cnegywouimne warn:

1.

5.

3apeructpupoBartb B kKoMnaHuu InfoWatch cTpoky-uaeHTugmkaTop kKoMmnaHum-
NPou3BOAUTENS KOMMOHEHTA. TO NO3BOUT CBA3bIBATH KOMMNAaHWO-NPOU3BOAUTENS C
nvueH3nen, kotopas byaeT yctaHaBmBaTbea B cuctemy Traffic Monitor.

Mony4nTb NIMUEH3NI0 pa3paboTynka, CBA3aHHYI0 C UAEHTU(MKATOPOM KOMNaHUN. ITO
No3BONUT 3arpyxartb B Traffic Monitor 3Ta/IOHHbIE BbITPY3KN U 3TAJIOHHbIE JOKYMEHTbI
yKa3zaHHOro npoussoautens. JinueHsusa paspaboTumka No3BOSET 3arpyxarb Npon3Bo/ibHbIE
3Ta/IOHHbIE BbIFPY3KU Y 3TANIOHHbIE JOKYMEHTbI.

Cosgartb haiin perncrpaumm CTOPOHHEro KOMMNOHEHTa B ONUCaHHOM Huxe dopmare. K aTomy
MOMEHTY [10/1KHbI ObITb ONpeenieHbl Ha3BaHWA UCTOYHUKA JaHHbIX 3Ta/IOHHOW BbIrpy3Ku U
3Ta/IOHHOTO JOKYMEHTa, KoTopas 6yaeT hopMnpoBaTbCA CTOPOHHUM KOMMOHEHTOM. B chaiin
perucTpaummn fobaBnseTcs NNLEH3NS, NONyYeHHas Ha ware 2.

3arpysutb haiin perucrTpaumy CTOPOHHEro KOMNOHeHTa B cuctemy Traffic Monitor uepes
nHTepdeiic koHconu Traffic Monitor. Pasaen «YnpaeneHues - «InaruHbl». (CM. " InfoWatch
Traffic Monitor. PykoBoOcmso rno/ib308amesis").

Mony4nTb TOKEH A0CTYyNa B CBOWCTBAxX 3arpy>€HHOro CTOPOHHEro KOMMOHEHTA.

Cucrema rotosa NPUHNMATb CCbOpMI/IpOBaHHbIe 3TaJ/I0HHbIE BbIrPY3KN N 3TaJIOHHbIE OOKYMEHTbI OT 3a,D,aHHOI7I
KOMMaHunn-nponssognTesia C ykasaHHbIM MCTOYHUKOM 3Ta/IOHHOIA BbITPY3KN NN 3TAJTOHHOIO AOKYMEHTa.

4.1

dopmaT haitsia perncTpaunm CTOpoHHEro KomnoHeHTa REST API

MnarvH npeacTaBnseT cobon apxmB B hopmarte .zip. B coctas apxmBa BXoasT:

®

« nanka licenses, cogepxallas annel NMUEH3NIA;

+ nankaicon, cogepxatias tainbl ¢ ICNOAb3yEMbIMU MMKTOrPaMMaMu 41151 PErMCTPUPYEMbIX
COObITUIA;

« (paiin manifest.json, cogepxalyunii MHhopMaLmio 0 NNarnHe.

MpumeyaHue:

Manku licenses 1 icon He ABNAOTCA 06513aTe/bHBIMUW. ®aiifbl NMUEH3MIA 1 halinbl ¢ UCNONb3yEMbIMU
MUKTOrpaMmMaMy MOTyT HaXOAUTbCS B KOPHE.

[Nsi BHELWHMX CUCTEM-UCTOYHNKOB COObITUIA dhaiin manifest.json o/HKeH cogepXaTb CeayoLLyo
WHhopmMauuto:
Copepxum Tvn fABnsietcs OnucaHue
oe [AHHbl  0o0A3aTesibH
X bIM
{
CTtpok Jda YHuKanbHbIl naeHTudmnkarop (UUID) nnarnHa. o 40
"PLUGIN_ID a CMMBOJIOB.

", Mpumep: "PLUGIN_ID":
"189C38D390396EBGEN530100007F1CA200000001",



Crtpok Ja OTob6paxaemMoe nmsi nnarnHa.
"DISPLAY_N  a Mpumep: "DISPLAY_NAME": "Wmsa nnaruHa",
AMEH . nn s
CTpok Het OTo6pakaemoe onucaHme nnarmHa.
"DESCRIPTI g MpuMmep: "DESCRIPTION": "TecToBbil naaruH ans
ON'": "', AemMoHcTpaumn"
Ctpok Ja Bepcusa nnarnHa.
:}{ERSION": a MNpumep: "VERSION": "1.0.0",
)
"VENDOR" : CTtpok Jda VaeHTndmkaTtop KomnaHum-paspadboTymka,
", a COOTBETCTBYHOLLMIA HA3BAHUIO KOMMAHUN B JIMLIEH3UN.
Mpumep: "VENDOR": "infowatch",
Maccu Jda daiinbl NnuueHsnn. JomxkHbl 6bITb YKa3aHbl NyTK K haiinam
"LICENSE": B NMLEH3NIA OTHOCUTE/BHO KOPHS apXuBa.
[ Mpumep:
{ CTpok "LICENSE": [
"PATH":"" a {
} "PATH" :"licenses/dain nuueHsmn 1.license"
] ) }’
{
"PATH" :"1licenses/¢ain nuueHsum 2.license"
3
1,
CTpok Het LLlabGnoH 4n1a nomcka 3arpy>eHHbIX paHee NMUeH3nii ans
"PATTERN_S g NPUBSI3KM KX K NiarvHy. imeet chopmar: {operator:or |
EARCH_LICE and,child[{name:value}]}".
NSE™: ", Mpumep: "PATTERN_SEARCH_LICENSE":
"{\"operator\":\"or\",\"conditions\":
[{\"origin\":\"dm\"},{\"origin\":
\"dmmobile\"3}]11}",
"DATATYPE" Maccu JIE] CnMCOoK TUNOB flaHHbIX C YKa3aHWeM CUCTEM-UCTOUYHMKOB.
: L B Mpumep:
{ "DATATYPE": [
"VALUE": Ctpok {
n a "VALUE": "typel_s1",
} "WALUE": "type2_s2"
] }
1,
}
(1) BaxHo!

B cocTaB chaiina BXoguT NpocpoyeHHas ULEeH3us. st perucTpauym niarmHa Ha ocHoBaHuu dpaiina
nprvMepa Hy>XHO ByAEeT NonyyaTb HOBYHO JINLEH3NIO.




MonHaa JSON-cxema BXoAWT B cOCcTas nNpumMepoB SDK (cm. pasgen "OnucaHue npumepos PushAPI SDK").
Mprmep chaiina pernctTpaumm Moayns BXoguT B coctas SDK.

10



5 KoHchuryprpoBaHue nporpamMmHoro nHtepdeica REST AP

B KOH(pUryprpoBaH“m NporpaMmmMHOro UHTepdielica yuyacTsytoT CrieaytoLme napaMeTpbl:

« AZpec nogknoyeHus ¢ cepsucy SDK (ceTeBoli agpec, nopT);

+ TokeH aBTOpU3auun. CTpoka CMMBOJIOB, KOTOpPas NO3BO/ISET aBTOPM30BaTb KOMIMOHEHTLI,
ncnonb3yrowme SDK. laHHasA CTpoka MOXET 6bITb MNoyvyeHa B pasgesne
"YnpasneHue" (Bk1agka "TokeHbl") B KOHCOMM yripasneHus Traffic Monitor;

+ NpeHTndpmkatop nepegasaembix gaHHbIX. CTpoOKa, KOTOPYH NMPOn3BOAMTE b BHELLHETO
KOMMOHeHTa nonyyaet ot InfoWatch. [laHHaa cTpoka xapakTepusyeT Tun nepegaBaembix
[laHHbIX N UCMONb3YETCA B NOIUTUKE JIMLEH3NPOBAHUS;

+ NpeHTndmkaTop KoMmnaHum-npon3BoauTENA BHELLHETO KOMMNoHeHTa. CTpoKa, KOTopyto
Nnpov3BOAMTE b BHELLHErO KOMMOHEHTA nosiyyaet ot InfoWatch. JaHHas cTpoka
XapakTepusyeT KOMMNaHno-npon3BoANTENSA U UCMOMb3YETCA B NOMINTUKE SIMLEH3NPOBAHNS.

11



6 TunoBble CLEeHapun NCNosb3oBaHus API

Hwxe npepcTaBneHsbl guarpaMmMbl MOC/1€40BaTENbHOCTEN, KOTOPbIE OTPaXKaKT TUMOBbIE CLIEHAPUM
ncnosib3oBaHua REST API:

« TUNOBOIi CLEHAPUIA CO30aHUS 3TASIOHHOI BbITPY3KU;

« TUNOBOI CLEHapUii 06HOBEHNST 3TA/IOHHOI BbIrPY3KU;

« TUNOBOI CLEeHapuin 4O6aBNEHNS AAHHbIX K BbIFPY3Ke;

« Peanunsaums 3aBepLUEHUS CKaYMBaHWNSI 3TAJ/IOHHOW BbIrpPy3Ku;

. Co3g,aHV|e KaTasiora 3TaJ/iIOHHbIX IOKYMEHTOB Ha OCHOBaHWK KaTa/10lOB QtlaVIﬂOBOVI CUCTEMbI;
+ CUHXpOHM3aUNA KaTasiora 3Ta/I0HHbIX A0KYMEHTOB € (0ali/ioBOI CUCTEMOIA.

6.1 TMNOBOW CLEHapWii Co31aHNs 3TaSIOHHON BbIrPy3Ki

Clignt

L POST wapifetalonTahle (Name, Calumns) i
200 FingerPrint_ld
R

> CoxpaHeHie FingerPrint_ld
POST xapifetalanTable/FingerPrint_|d/content
200
T T T Ly ——
UMK, NOK3 cepBep HE NOATEEPOHT COXPAHEHHME BEITPYIKH B € NECOYMHHLUER
GET xapifatalonTable/FingarPrint_ld
206 Status
e — — - e
POST xapl/configuration distribute
00
S
T T
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6.2 TUnNoBOW cueHapuii 0OHOB/TEHNSA 3TAJTIOHHOW BbIrPY3KU

Client Sarvar
s iR
> Yreuwe coxpadcusarg FingerPring_Id
POST xaplfetalonTabla/FingerPrint_ld/content
=
200
S
LUrkn, nowa cepsep He NOATBERAMT COXPAHEHHE H3IMEHEHWA B BRITPY3Ke W 406aBNEHWA HOBOTO
Co0epHumora K yud poeosmy oTneuyaTky
GET xapi/rtalonTable/FingrrPrint_|d
*
200 Status
e = e e e e e e e e o e e e e e e e e e o o o o o o o e o o e e o o E e E me m w
FOAT wapl/configuration distribute
200 i
.& _____________________________________________
T T

6.3 TNoBoO cueHapuini 4o6aBNeHNA AaHHbIX K BbIrpy3kKe

Clignt [
i T
L L

;:> UteHue conpanénnors FingerPrint_ld
POST xapifetalenTable/FingarPring_Idfcantent
200
e _____________________________________________
Liuen, noka cepREep HE NOATRE RAMT A00aBNEHWME O3HHEIX H BRITPYIHE
GET mapifatalonTable/FingerPrint_ld
2080 Status
.e _____________________________________________
POST xapifconfiguration distribute
00
e ]
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6.4 Peannsauua 3aBepLieHNsa cCKauynBaHUS STa/IOHHOIA BbIIPY3KN

Clignk

Server

> UTahne CoXpaHERAoRo FingerPriat_ld

POST wapi/etalonTable/FingerPrint_ld/contert

kN
=
200

P o o

L1Kn, NOHA CEPRER HE NOATRERAMT COXPAHEHWE BRTPYIHKW B ¢NECOUHHLED
GET wapifetalonTable/FingerPrint_ld

200 5tatus

200
——_—_————_— e e ——— 4
Luka, noka ceppep He NOATELRAMT A00ABENEHWE JAHHEIX K BRIFPYIHE B SNECOUHH LS
GET =apifetalonTable/FingarPrint_Id
2060 Sratus
——————— e — — L

,U,ETEH.TMFI‘,I‘QTCF! pazpkle COBQMHEHMA M adanTep oxKMaaeT BOIMOMHOLTH Ha4aTe 40CEITKY JaHHBIY

POST :I\api,u"eI:a|unTabIz.l'Fing,erPrint_Id.u':nnt!n!

200
S
LMKn, Noka ceprep He NoOATEERAMT 408ARNEHHE JAHHLIX K BhIFPYIKE B £ NECcouHMLEe s
GET sapifetalonTakle/FingarPrint_id

L
2] Seatus
b o e ]

POST sapifconfiguration distribute

208

[ o= o e e e e e e e e e e e e e
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7 OyYHKUMOHa/IbHOE OnMcaHne NPorpaMmMHOro nHTepdeinca
REST API

MporpamMmHbIi MHTepcheiic npeacTasnsieT co6oit REST API, T.e. nocnefoBaTesibHoCTb GET/POST-3anpocoB K
Web-cepBepy Ha onpeseneHHblli pecypc 1 OTBETOB Ha HuX. Popmat odyopM/IeEHNS 3anpocoB 1 chopmat
OTBETOB MPEACTAB/IEH HUXE. 3alLmMTa JaHHbIX BO BPEMS UX Nepeaqn OCyLLECTB/ISIETCS MO NPOTOKOsTy SSL/
TLS 6e3 aBTOpM3aUMK KIMeHTa. MNepegadya AaHHbIX B OTKPLITOM BUAE NPOrpamMMHbIM MHTEPheicom He
nogaepxusaetcs. Mpu nepefaye AaHHbIX UCMO/b3YeTCst koguposka UTF-8.

7.1 O6uwue 3aronoBkn GET/POST-3anpocoB

Kaxablii 3anpoc k cepBepy A0/MKEH cofepxaTtb criefytolme ob6s3aTesbHble 3arofoBKu:

« X-API-Auth-Token - yKka3blBaeTCsi TOKEH aBTopu3aLImy;

« X-API-DataType - yKka3biBaeTcs UeHTU(UKaTOp NepeaaBaemMoro Tuna JaHHbIX;

« X-API-Companyld - yka3blBaeTcsi UAeHTUPUKATOP KOMNaHUM-NPON3BOANTESS;

« X-API-Version - yka3biBaeTCs HOMep Bepcuy nporpaMMHoro nHtepdeiica. Ceituac
CNoMb3yeTcs HoMep: «1».

7.2 Pabota c kKoHdurypaumein REST API

Mocne Toro, Kak CoAepXMMOoe 3TafIOHHON BbIrpy3kK nepeaaHo Ha cepsep SDK 1 yaauHo «CKOMMNUIMPOBaHO,
MOXHO AaTb KOMaHy Ha pacnpocTpaHeHne U3MEeHEHHOR KOHGUIypaLmum Ha CUCTEMbI aHaNn3a.

7.2.1 PacnpocTtpaHeHue KoHurypaumm REST API

OnucaHue: MeTof HyXXeH A1 pacnpoCTpaHEHUS] KOHUIypaLmMmn Ha CUCTEMbI aHa/Im3a.
Xapaktepuctukn metoga: POST, CUHXPOHHBIIA.

Pecypc: xapi/configuration..

JSON Scheme Tena 3anpoca:

{
"STATUS": "distribute"
}
B cnyuae ycnexa - kof, Bo3Bparta «200» 1 Tefio oTBeTa:
{
"STATUS": "distributed"
}

B cnyvae ownbku - ko, Bo3Bpara «500». Bo3MOXHble 3HaueHve nons code:

« error - KOHdMrypaumsi He MoXeT 6bITb NPUMEHEHA.
7.3 Pabota ¢ aTa/1IoHHbIMW BbIrpy3kamu REST API

FnaBa COAEPXUT CNeayoLLy0 MHpOPMaLIO:

« Co3gaHue BbIrpy3ku REST API
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« OGHOB/EHME AaHHbIX BbIrpy3Ku REST API
« [lo6aBnieHne AaHHbIX BbIrpy3ku REST API
MonyyeHne CoCTOSHMA BbIrpy3kn REST API
MonyyeHune Tekyllei Bepcumn REST API

7.3.1 Co3gaHue BbIrpy3ku REST API

OnuvcaHne: MeTog, HyXXeH AN1si fo6aBneHns HOBOW BbIrpy3ku 6e3 HanonHeHns eé gaHHbIMW. Camy faHHble
6yayT AoGaBfeHbl Yepes OTAENbHbIN METOA.

XapakTtepuctukn metoga: POST, CUHXPOHHbIiA.
Pecypc: xapi/etalonTable
JSON Scheme Tena 3anpoca:
{
"properties": {
"DISPLAY_NAME": {
"description": "Ha3BaHue BbIrpy3ku",
"type": "string",
"errors": ["required", "not_match", "not_unique_field"]
I
"CONDITION_COLUMNS": {

"description": '"cTpoka, 3aKogupoBaHHbI# JSON-mMaccus C Ha3BaHueMm CTo/6LOB,
Hanpumep: [\"first_column\", \"second_column\"]",

"type": "string",

"errors": ["required", "not_valid_json"]

I

"NOTE": {
"description": '"Mpon3Bo/AbHOE ONWcCaHue BHIrPy3Ku'",
"type": "string"

}

1,
"required": [
"DISPLAY_NAME",

"CONDITION_COLUMNS"

]
}
B cny4yae ycnexa - kog Bo3sparta «200» 1 Teno oTeeTa:
{

"FINGERPRINT_ID": "string",

"TYPE": "string",
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""SOURCE": "string",
"DISPLAY_NAME": "string",
""NOTE": "string",

"CONDITION_COLUMNS": "string",

"CREATE_DATE": "string",
"CHANGE_DATE": "string",
"STATUS": "string"
}
() BaxHo!

Uncno cTonbuoB, KOTOpble YKa3bIBAKTCA NMPU CO34aHUN BbIFPY3KM, HE MOXET ObITb U3MEHeHO. Mpu
3arpy3ke coaepXXMMOoro YMC/o SiYeeK B 3arpy’aeMbix CTOKax AO/HKHO COBMagaTth C TEM 3HAUYEHMEM,
KOTopoe 6bI/10 yKazaHo Npu Co3AaHnn 3Ta/IOHHON BbIrpy3Ku.

7.3.2 O6GHOBNEHME AaHHbIX BbIrPy3kn REST API

OnucaHue: MeTof NpeHasHaveH A/1s1 0GHOBIEHUSI COAEPXUMOTO BbIrpy3ku. Bce 3anncy aTasioHHO
BbIrPy3ku 6yayT yaasieHbl, U Noc/e 3Toro 4o6aBuTcsl HoBasi 3anuchb. [JaHHbIli METO MOXHO UCMO/b30BaTh
[L711 NEPBUYHOTO HaMO/THEHNUS.

e

@ BaxHo!

HanosnHeHne AOMKHO MMETb LIe/I0E YMCMO0 CTPOK, MUHUMYM 2 CTPOKM.
MUHMMasIbHOE KOIMYECTBO KOIOHOK - 2.

MVHUManbHbIV 6aNTOBLIN pasmMep 3arpy)aemoro KOHTeHTa - 128 6air.
MakcrMaUibHbI 6anTOBLIV pasMep 3arpyxaemoro KoHTeHTa -2 I'b.

|\

XapaktepucTukn metoga: POST, aCMHXPOHHbINA.
Pecypc: xapi/etalonTable/{id}/content/replace.
MapameTpsbl:

« id - fingerprint_id pegaktnpyemoro o6bekra.
Hanpumep: enatalonTable/0123456789ABCDEF/content/replce

Content-type Tesia 3anpoca A0/MKHO ObITb He application/json,amultipart/form-data (nogpobHee cm.:
https://ru.wikipedia.org/wiki/Multipart/form-data).

Content-Disposition, KOTOpbI ByAET cogepxaTb dalis, [O/MKEH UMETbL MOME hame CO 3HaYeHnemM CONTENT u
aTpubyT f+ilename C Ha3BaHveM haiisia c paclumperHmem TSV nnm CSV B 3aBMCMMOCTU OT chopmata dhaiina,
pasfeneHHoro Tab unu 3ansTbiMyY COOTBETCTBEHHO.

Bo3moXxHble 3HauYeHne owmnobok nons CONTENT:

+ not_valid - dpaintn MMeeT HEBEPHYIO CUTHATYPY;

« not_allowed_file_extension - Hepa3pelleHHoe paclumpeHne aiina, Ha aHHbIA MOMEHT
paspelueHsl 2 gopmaTta: TSV n CSv;

« too_long_size - cnuwkom 60/1bLLOIN pasmep daina;

17


https://ru.wikipedia.org/wiki/Multipart/form-data

« duplicate - Takoi (haiin yxe cyLlecTByeT B CUCTEME.

B cnyuyae ycnexa - kog Bo3Bpara «200» U Tefio oTBeTa:

{
"FINGERPRINT_ID": "string",
"TYPE": "string",
"SOURCE": "string",
"DISPLAY_NAME": "string",
"NOTE": "string",
"CONDITION_COLUMNS": "string",
"CREATE_DATE": "string",
"CHANGE _DATE": "string",
"STATUS": "string"

X

Mocne nonyyeHus koga Bo3sparta «200» Hy>XKHO B35iTb Nnosie FINGERPRINT_ID 1 Mo HEMY NPOBEPSTL COCTOSIHWE
BbIFPY3KW, OKA CTaTyC HE NepeiaeT B cocTosiHue ready.

s N

@ BaxHO!

Uncno siueek B 3arpyxaembix CTpoKax fO/HKHO COBNagaTtb CO 3HAYEHMEM Yncna CTonbLoB, KOTOpoe
6bI/10 yKa3aHo Npu Co34aHnn BbIrPY3KM.

Mpwn yaaneHum BbIrpy3kn yepes KoHCosb TrafficMonitor oHa cuMTaeTcs CyLecTByOLEN 40 MOMEHTA
pacnpocTpaHeHnst KoOHdurypaumm, T.e. ¢ 3TOI BbIrpy3Koil BO3MOXHbI onepauun 06HOBEHUS 1
[06aBneHns coaep>XXxMmMoro.

Mpwu 3arpy3ke «0LMBOUYHOr0» COAEPXKMMOr0, T.€. COAEPXKMMOTO0, KOTOPOe SABASETCA Ay6nnkaTom yxe
3arpy>XeHHol BbIFPY3KKM (4aCTU BbIrPY3KM) N COLEPXKMMOT0, CTPOKM KOTOPOro Cogepxar
HenpaBW/IbHOE KOJIMYECTBO SAUYEEK, BECb 3Ta/IOHHbIV 06BEKT NOSTyYaeT HEBA/IMAHBIN cTaTyc.
BHewwHsa noagcucTema fo/HKHa NepecTaTh 3arpyaTb Takoe CoAepXMoe 1 NepeiTu K cnegytowiemy
coaepXunmomy. 3arpy3ka KOppeKkTHOro COAEPXKMMOro UCNpPaBsAeT 06LMIA CTaTyC STa/IOHHOTO
06bekTa. HEKOPPEKTHOE COAEPXNMOE HMKOrAa He nonagaeT Ha MoAy/IM aHann3a.

7.3.3 Jlo6aBneHne gaHHbIX BbIrPy3Kn REST API

OnuvcaHve: MeTog, NpefHasHayeH ans o6asieHns CoAepXXMMOro B BbIrpy3ky. Bce 3anucu cogepxmmoro
6ynyT coxpaHeHbl, byaeT gobasieHa HoBas 3anuchb.

XapaktepucTukn metog: POST.
Pecypc: xapi/etalonTable/{id}/content

Moapo6Hee cMm. cTaTblo "OBGHOBNEHVE AaHHbIX BbIFpy3Kn",

7.3.4 TlonyyeHne cocToAHMA BbIrpy3kn REST API
OnucaHue: MeTog HYXXeH A/19 NOMyYeHNs CBEAEHWI O COCTOSAHUM OLHOI BbIrPY3KM.
XapaktepucTukm metoga: GET.

Pecypc: xapi/etalonTable/{id}
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MapameTpbl:

« id - fingerprint_id pegaktnpyemoro obbekra.

Hanpumep: etalonTable/0123456789ABCDEF

Teno oTBeTa:

{

}

"FINGERPRINT_ID": "string",
"TYPE": "string",
""'SOURCE": "string",
"DISPLAY_NAME": "string",
"NOTE" : "string",

"CONDITION_COLUMNS": "string",

"CREATE_DATE": "string",
"CHANGE_DATE": "string",
"STATUS": "string"
"content": [
{
"CONTENT_ID": "string",
"CHECKSUM" : "string",

"CONTENT_SIZE": "integer",

"CONTENT_MIME": "string"

Mone CTatyC MOXeT MMEThb cnieayruine 3Ha4eHns:

+ sending - oTnpaBKa AaHHbIX Ha KOMMUAATOP;

+ sent - JaHHble OTNpaB/ieHbl Ha KOMMUAATOP, U HAUNMHAETCA KOMMUNALNS;

« compiling - MAET KOMNUNAUNA [OKYMEHTA,

+ compiled - 4OKYMEHT roTOB;

+ saving - UOET COXPaHeHue;

+ ready - JOKYMEHT COXpaHEH, roToB A1 Aa/IbHENLIEero BHECEHUS B HETO M3MEHEHUI U He

610KUPYET NPUMEHEHNE KOH(UTYpaLmy;

« fatal_error - npousoLwna owmobka BO BPEMS COXPAHEHUS JOKYMEHTA, 1 onepawms He MOXET

ObITb NOBTOPEHA WM NPOLO/IKEHA;

+ duplicate - npon3oLunio gy6nnpoBaHue AaHHbIX content (MOXHO NMPOAO/IXaTb 3arpyxarb

coaepxumoe);

+ not_match_delimiter - CTpOkM B BbIrpy3ke He cogepxart pasgenutensa cumseosios (COMMA nnn

TAB);

. Wrong_column_count — KOJIMYECTBO KOJIOHOK B CTPOKE HE coBnaaaeT C KOJIN4YECTBOM

KO/IOHOK, KOTOPOE 6bI/I0 YKa3aHo Npv CO34aHNMN BbIrpy3KY;

« error - BpeMeHHasi oLL1GKa, MOXHO NoNpo6oBaTh eLlE pas Yepes HEKOTOPoe Bpems (Nyulle

yepes yac);

« max_words - NnpeBbILEeHO AoNYyCTUMOE KOJIMYECTBO C/0B;
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+ max_columns - NPEBbLILLIEHO AOMYCTUMOE KO/IMYECTBO CTONOL0B.

7.3.5 TNony4yeHne Tekywei Bepcun REST API
OnuncaHne: MeTog, HyXXeH 4151 NONyYeHNs NoAAEPXNBAEMbIX BEPCUIA.
Ecnu kog Bo3Bpara 6yaeT «200», TO MOXHO NPOA0/IXaTb paboTy.

MeTog, MOXET MCMNOosIb30BaThLCS A1 NMPOBEPKM INLEH3NN, BEPCUW U aBTopu3aumMn. B criyyae ycnexa - kog,
BO3Bpara «200». B cnyyae HencnpaBHOCTU BO3BPALLAETCS KO OLIMGKM.

Xapaktepuctukm meton: GET.
Pecypc: xapi/version

Teno oTBeTa:

{
"data'": [
{
"NAME" : "string",
"STATUS": "supported|deprecated|removed"
}
]
}

Mpumep oTBETa NPU YKa3aHUN HENPaBUIbHON BEPCUN:
HTTP/1.1 400 Bad Request
Content-Type: application/json

{
"error": {
"code": "unsupported_version",
"meta": {
"versions": [
{
"NAME" : "1.0.0",
"STATUS": "removed"
I
{
"NAME" : "2.0.0",
"STATUS": "deprecated"
I
{

"NAME":  "3.0.0",

"STATUS": "supported"
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7.4 O6wwme owmnbkm REST API

OnuncaHne BO3MOXHbIX OLUNOOK:

« not_unique_field - HEyHUKaNIbHOE 3HAYEHUE;

+ unique - YHUKa/IbHOE 3HaYeHue;

+ too_short - crnmMKom KOpPOTKOe 3HaUYeHue;

+ too_long - cAvwKoM ANIMHHOE 3HaYeHue;

+ wrong_length - 3Ha4YeHne HenpasW/IbHOWN A/INHbI;

+ repeat_exactly - 3HauyeHve He coBnajaeT co 3HaYeHneM B Apyrom norne;
+ required -y nons 06s3aTe/IbHO A0/HKHO ObITb 3HAYEHUE;

« not_exist_in_list - 3Ha4YeHNe He BXOANUT B CMUCOK;

+ invalid - 3Ha4YeHne HeBa/IMOHO;

+ contains_child - y3en aBnaetcsa He NCTOBbIM;

+ contains_items - y3en kateropun coaepXmT CyLLLHOCTY;

« parent_own_child - poantens coaepxut gete;

« parent_self_set_current - nonbITka yCTaHOBUTb PoAUTENIEM CaMoro cebs;
+ not_valid_json - JSON HeBanuzeH;

« invalid_cron_format - He npaBu/bHbIA hopmar cron;

+ read_only - 06BbEKT JOCTYMNEH TO/IbKO A1 YTEHWS;

« empty - 3Ha4YeHne He MOXET ObITb MyCTbIM.

7.4.1 YcnelHbIv oTBeT REST API

Kop, Bo3Bpara: «200».
dopmart oTBeTa:

{
"data": "mixed",

"meta": "mixed"

7.4.2 Owwubka Basimgaunn gaHHbix/Bepcum REST API

Kopg Bo3spara: «400».

dopmar oTBeTa B c/yyae HenpasunbHoli Bepcumn APl (JSON Scheme) REST API
{

"properties": {

"error": {
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"description": "KoHTeliHep ownbkun",

"properties": {

"code": {
"description": "O6wee onucaHue owWNGKKN",
"type'": "string",
"value": "unsupported_version"
}
"meta": {
"description": "[ononHuTenbHble AaHHble 06 ownbke'",
"type": "object",

"properties": {

"supported_versions": {

"description": "MaccuB noggepxuBaembiXx Bepcuii',
"type'": "array",
"Ttems": {

"description": "MNoggepxusaemas Bepcusa'",

"type": "string"

dopmar oTBeTa B c/iyvae owmnobkn Banngaummn sanpoca (JSON Scheme) REST API
{

"properties": {

"error": {
"description": "KoHTeliHep owubku",
"properties": {
"code": {
"description": "O6wee onucaHue ownmékn",
"type": "string",
"value": "validation"
})
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"meta": {
"description": "[JononHuTenbHble AaHHble 06 owubke",
"type": "object",
"properties": {
"validation": {
"description": "Ha3saHue nonein mogenun",
"type": "object",

"properties": {

"field": {
"description": "lNone mopgenun",
"type'": "array",
"items": {
"description": "Owubka'",
"type'": "string",

"values": [
"not_unique_field",
"too_short",
"too_long",
"wrong_length",
"repeat_exactly",
"required",
"not_exist_in_list",
"invalid",
"contains_child",
"contains_items",
"parent_own_child",
"unique",
"not_valid_json",
"invalid_cron_format",
"read_only",
"parent_self_set_current",

|lempty|l

1,
"sub_model": {

"description": "Ha3BaHue BNoOXeHHOW mogenun",
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"type": "object",

"Sref": "#/properties/error/properties/meta/
properties/validation"

MprMep OLIMBKN NPU YKa3aHUM HENpPaBUIbHOWN Bepcumn REST API

{
"error": {
"code": "unsupported_version",
"meta": {
"supported_versions": ["2", "3"]
}
}
}

Mpumep own6KM NPOBEPKM HA YHUKA/IbHOCTb MUMEHU 3TaJIOHHOM BbIrpy3ku REST API
{
"error": {
"code": "validation",
"meta": {
"validation": {

"DISPLAY_NAME": ["unique"]

},
"unique_models": [
{
"FINGERPRINT_ID": "0123456789ABCDEF",
"DISPLAY_NAME": "test"
}
]
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7.4.3 Heobxognma aBTopusaumnsa REST API
Kog BosBpara: «401».
OnucaHune: Bo3Bpallaetcs B 1l060M 3anpoce, rae Tpedyercsa aBTopusalms.

Teno oTeeTa: HerT.

1.4.4 Hep'OCTaTO‘-IHO npaB REST API
Kop BosBpara: «403».

OnuncaHuve: Bo3BpaLlaeTca B no6om 3arnpoce, ec/in y Tekyliero nosib3osaresid HegoCTaTto4yHO npae AO/14
BbIMNOJ/IHEHNA ,D.aHHOﬁ onepauunn.

Teno oreBeTa: HET.

7.4.5 CylHOCTb B cMCTEME He HalaeHa REST API

Kopg Bo3Bpara: «404».

OnvicaHve: BO3BpalLAaeTcs, eCvi onpeaenieHHas MoAesb He HaligeHa B cucteme. Hanpumep, He HaligeHa
aTa/IOHHAs BbIrpy3Ka.

Teno oTBeTa: HeT.

7.4.6 Teno 3arnpoca C/INKOM 6onbLuoe REST API
Kop BosBpara: «413».
OnucaHuve: BO3BpaLLaeTcs, eCnm nepesaH CriMwKom 60/1bLLOoR 3anpoc.

Teno oTeeTa: HerT.

1.4.7 |_|peBbILIJEHO KO/1IM4eCTBO 3alipoCoB K cepBepy REST API
Kog Bo3spara: «429».

OnucaHuWe: BO3BPaLLAETCs, €C/IM HA CEPBEP OTNPAB/IEHO C/IMLLKOM MHOTO 3aMpOCOB 3a ONpefe/eHHbINA
MPOMEXYTOK BpeMeHU. MOXeT CONpoBOXAATLCS 3arofloBKOM Retry-After, yKasblBaloLLMM, YUepes3 Kakoe Bpemsi
MOXHO MOBTOPWTHL 3arnpoc.

Teno oteTa (JSON Scheme):
{
"properties": {
"error": {
"description": "KoHTeliHep ownbkun",
"properties": {

"code": {
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"description": "O6wee onucaHue owWNGKKN",

"type'": "string",

"value": "too_many_requests "
}
"meta": {

"description": "[JononHuTenbHble AaHHble 06 owubkn",

"type": "object",

"properties": {

"time": {
"description": "HTTP-pgaTa, nubo uenoe 4YMCNO B CeKyHAax, uyepes

KOTOpbIE MOXHO MOBTOPWUTL 3anpoc',

"type'": "string"

7.4.8 OwwmnbKa cuctembl REST API

Kog sosBpara: «500».

OnvcaHve: BO3BpalLLAeTcs, eC/i B CUCTEME NPOM30LLA NIOrMYeckast oLLINGKa, U 1asiee HEBO3MOXHO
BbIMO/IHEHVE 3ampoca.

Teno otBeTa (JSON Scheme):

{
"properties": {
"error": {
"description": "KoHTeliHep owubku",
"properties": {
"code": {
"description": "O6wee onucaHue ownmékn",
"type": "string"
})
"meta": {
"description": "JononHuTenbHble AaHHble 06 ownbke'",
"type": "object"
}
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7.4.9 CepBep BpeMeHHO He goctyneH REST API

Kog BosBpara: «503».

OnwvcaHne: NHHOPMUPYET, YTO B JaHHbIA MOMEHT HEBO3MOXHO BbIMOSIHWUTL 3aMpOChl, U CEPBEP HAXOAMTCS Ha
TEXHUYECKOM 06CAyXnBaHUW. MpnbnnsmTensHoe BpeMSI OKOHYaHMS TEXHUYECKOTO 06C1yXXMBaHNS
COMEPXUTCS B 3aronoBKe Retry-After (3HaueHMeM 3TOro 3aronoBKa MOXET 6bITb IM60 HTTP-gata, Nnbo uenoe
ynCcno B CEKyHAOaX).

Teno otBeTa (JSON Scheme):
{
"properties": {
"error": {
"description": "KoHTeliHep ownbkmn",
"properties": {
"code": {

"description": "Obwee onucaHue owWNGKKN",

"type": "string",
"value": "maintains"
3,
"meta": {

"description": "JononHUTeNbHblE faHHble 06 ownbke",

"type": "object",
"properties": {
"time": {

"description": "HTTP-gaTta, nMbo LENo 4YMCNO B CeKyHAax, udepes
KOTOpbLIE MOXHO MOBTOpPWUTbL 3anpoc",

"type": "string"
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