/
Q
INFOWATCH

InfoWatch Traffic Monitor SDK. 3arpy3ka cobbITui
(pushAPI SDK)

08/06/2020
© AO “UHchoBoTyY”
Ten./®akc +7 (495) 229-00-22

http://www.infowatch.ru


http://www.infowatch.ru/

COLOEP>XAHUE

1 Ha3sHauyeHue nporpaMmHoro nHtepdierica pushAPISDK........cceecveeivecieeneenen. 3
2 TIpuHUMNBI NCNONBL30BaHNA MPOrpaMMHOro nHTepdeiica pushAPI SDK......4
3 OnucaHune nporpaMmMHoro nHtepdenca pushAPI SDK........ccccveevecieeveneeennene 7
3.1 TuNbl BAHHBIX PUSHAPT SDK.....uiiiiiiiieiieiiesteeieesie et stesteesie s testessteesbeesssestaessesssaesssasssesnsens 7
3.2 VICKTHOUEHMUS PUSHAPT SDK ...ttt este sttt e sie e stesaessveesaaesstesveessaessnessaensaassnasnsanns 10
3.3 Cepsucbl Traffic MONItor PUSHAPT SDK......cccuiiiiiiieeieenieeciecieecre et eee e esveesaessae s veesnesneens 11
3.4 Tunbl KOHTAKTOB Traffic MoNitor PUSHAPI SDK.......ccouiiiiiiieeieeieeceecteecie e ecre e nesaeens 13
3.5 TMopaepxmneaemble aTpubyTbl Traffic Monitor puShAPISDK .........ocviecieenieeieeieeeeeceeeieens 14
3.6 CepBUC EventProcessor PUSHAPI SDK ...ttt ettt sne s ve e s svae s s aeessane e 17
3.7 KoHCTaHTbl 1 NEPeUUCTIEHNA PUSHAPT SDK......coviiiiiiiiirieeienieerteete et sre s e e sveessnessaens 19
3.7.1 Bug anemeHTa naeHTUAINKALMM PUSHAPT SDK .....oooviieieiieieieeteetetee ettt sae e ve e aesseeseesvesasesessassnensenns 19
3.7.2 Tunbl cBA3EN MeXAY CYLUHOCTAMMU PUSHAPI SDK .....ciiieiiiiieieeetietestesteie e se e ssessesseae e ssessessessesaesassessessanees 19
4 Perucrtpaumsa CTopoHHero komnoHeHTa (MnarnHa) pushAPI SDK................ 20
4.1 ®opmar paisia perucrpalmm CTOPOHHEro KOMnoHeHTa pushAPI SDK ........ccceeeeveenennee. 20
5 OnucaHne NPUMEPOB PUShAPI SDK ......coociiiiieiniiiiniieniieesneenieesreesseeesssesnane 27
5.1 Co6opka npUMepPOB MOA LiNUX PUSNAPI SDK .......cccuieieieeeeieeeeieeeeste e ste e seeeeeseeeae e esnens 28

5.2 Co6opka npumMepoB nof Windows PUShAPI SDK .........cceceereeeereeierieeeesie e seeese e eaesaeeanens 28



1 HasHaueHue nporpaMmHoro nHtepdeiica pushAPl SDK

[aHHbIn nporpaMmmMHbIli MHTEpdeinc npegHasHayYeH 41 UHTerpaumMm CTOPOHHUX KOMMOHEHTOB € NPOAYKTOM
InfoWatch Traffic Monitor (ganee Traffic Monitor) ana ocywecTeneHnsa nepexsara MHopmaLmMm ¢ pas/iMyHoro
pofa KaHas10B 1 UX NnocneayoLwero aHasmsa.

CTOpPOHHME KOMMOHEHTbI CAMOCTOATENIbHO (DOPMUPYIOT COBbLITMA Nepexsarta AaHHbIX 1 nepegatoT ux B Traffic
Monitor. Mocne atoro Traffic Monitor knaccugmumpyeT cobbITHA, aHAIM3NPYET UX U BBIHOCUT CBOV BEPAMKT Ha

OCHOBE HaCTPOEHHbIX NOINTUK 3alUUTbl AaHHbIX. NepefaHHble cOObITUA N BEPAUKTLI MOXHO NpocMaTpuBaTb
B KOHcosM Traffic Monitor.



2 MpuHUMNbI NCNOJb30BaHUS NPOrpamMmHOro nHTepderica
pushAPI SDK

[ns opraHusaumn nepegaqn cobbituii Ha Traffic Monitor HEO6X0ANMO YUNTLIBATL CrIEAYIOLME NMPUHLNBI:

CobbITuA nepexsara nepepgatorcs B Traffic Monitor B Bue 06beKTOB «COObITUE;

Kaxgoe «cobbITre» nmeeT Habop 0653aTeNbHbIX aTpubyTOB, KOTOPbIE 3a4at0TCA
nosb3oBaTesniem nNporpaMMHOro HTepgeiica;

Kaxxpoe «cobbITne» MOXET UMETb HAbOp HeobA3aTeNbHbIX aTpubyToB, KOTOPbIE 3a4atTCA
nosb3oBaTesniem nNporpaMMHOro HTepdeiica;

Kaxgoe «CO6bITNE» UMEET «oTnpaBuUTENSA» N «NONyHaTENA»;

Kaxablil «oTnpaBuTesib» U «NoslyvyaTe/lb» MOXET MMETb CBSI3aHHbIA C HUM CMINCOK «<KOHTaKTOB»,
KOTOpble NO3BO/IAIOT YHUKa/IbHbIM 06pa3oM UAeHTUULMPOBaTL OTNPaBUTENS U
nonyyarens;

Kaxablil «<nonyyaresnb» U «0TNpaBUTe Ib» MOXET UMETb CBA3aHHbIV C HUM Habop aTpubyToB;
Kaxpaoe «cobbITre» UMEET CBA3aHHbIE C HAM «[aHHbIE>, T.€. MOC/1eA0BaTe/IbHOCTb 6aT 1/
NN CUMBOJIOB TEKCTA, KOTOpble MPeACcTaBNsaoT cOO0i coaepXXMMoe nepexsadyeHHoro
coobITUS;

Kaxablil aneMeHT «AaHHbIX» MOXET UMeTb CBA3aHHbI C HUM Habop aTtpnbyTos.

Bce BO3MOXHbIE «COGLITVS», KOTOPbIE MOXET NPUHUMATL U aHaNM3npoBaTts Traffic Monitor, pa3éuTsl Ha
rpynnbl - «TWMbI» COBLITUIA, KOTOPbIE 0GbEeAVNHEHbI 06LLMMU XapakTepucTukamu. Tun cobbiTusa onpeaensiet
BV3HeC-/T0rMKy 06paboTKM COBbITUSA, a TaKKe NpaBu/ia ero 0To6paxeHns B koHconu Traffic Monitor.

Ha gaHHbIN MOMEHT NoAAePXMBAOTCS ClieayoLwmne TUnbl COObITUIA:

«MoyTa» - Ntobble CoObITUA 06MEHA 3/TIEKTPOHHBLIMU MUCbMaMU, BK/THOYaSA BNIOXEHUS.
XapaktepusyeTcsi CMCKOM NepPCOoH-0TNpaBuUTeNeil 1 NepcoH-noayvarenei, 4aTo oTnpasku,
TEMOW, TEJIOM U B/IOXEHUAMMW K MACbMY;

«MecceHnpxep» - Ntobble cobbITUA 6eceabl, NpeacTaBnAoWwmMe co60in 06MeEH TEKCTOBLIMU
CO06LLEeHNAMY Unn hannamy B paMkax of4HOro NPUAoKeHus. NMpunoxeHne MOXeT ABIATbCA
KakK TOHKMM K/IMEHTOM Ha paboumx CTaHUMAX U MOOW/IbHBIX YCTPOMCTBaX, Tak U web-
NPUIOXKEHEM. XapakTepmnsyeTcsi CNMCKOM penvk. ns Kakaoln pensimkv fo/mkHa 6bITb
ykaszaHa nepcoHa-oTnpaBuTesb, BpeMs OTrpaB/ieHNs U TeKCT coobLeHus. MNprmepom
CO6bITWIN TAKOro TNa MOXeT ObITb 6ecesa B Skype unu Telegram;

«MpuHTEP 1 MBY» — COOBLITUSA NPEe0bpPa3oBaHMA AaHHbIX HA «CNEeLaIn3MPoOBaHHbIX»
yCTpOCTBax BBOJA U BbIBOAA M300paXeHWii/A0KYMeHTOB (Hanpumep: MpuHtep, CkaHep).
XapakTepusyeTcs nepCoHOn-oTnpasnTesIiemM 1 yCTponcTBOM-Nosyyarenem, KoimyecTsom
KOnuiA, a Takxe paiisIoM ¢ OpuUrnHanIom SOKYMeHTa/06pa3om AOKyMeHTa/3a4aHnemM Ha
neyatb;

«HTepHeT-aKTMBHOCTb» — CO6LITUA 3anpocoB 13 Web-6pay3epoB 1 aHa/I0rMYHbIX NPOrpamm,
ocyliecTsnseMoe no NnpoTokosam http/https. B cobbiTve gaHHOro Tvna nonagarot Bce
[laHHble, 151 KOTOPbIX He HAaLL/I0Ch Apyroro Tuna. NpumepoM MOryT CNyXuUTb OTNpaBka Beo-
CO06LLEeHNs. XapaKTepusyeTcsi NepCOHON-0TNPaBUTeNEM 1 pecypcom-nosyyarenem B
cnyyae POST-3anpocoB Uam NepcoHoi-nosyyarenieM 1 pecypcom-otTnpasuTesniem B criyyae
GET-3anpocos, a Takke TeEKCTOM "CbIporo" 3anpoca;

«Ob6MeH thaiinamu» - obble CO6bITUSA, CBA3aHHbIE C Nepeaayein haiiioB mexay
NPOU3BO/IbHLIMW OTNPABUTENSAMY U NOJyYaTeNnsaMu. XapakrepusyeTcs nepcoHo-
oTnpasuTeNemM 1 NepcoHO-/yCTPONCTBOM-/pecypcomM-nosyyarenem, a Takxe
nepexsayvyeHHbIM haiinom. BkitovaeT B cebs konvpoBaH/e Ha CbeMHOe YCTPOWCTBO, B
06n1a4Hoe XpaHuuLe, Ha CeTeBble pecypcbl, 06MeH dhainammn Yepes TepMUHasIbHYIO
ceccuio 1 no FTP-npoTokony;



Monb3oBatens SDK gosmkeH o06s13aTeNnibHO onpenennTb «Twvn» o1 CBOUX nepexsavyeHHbIX 06bEeKTOB
n <<|-|pOTOKO}'I>> nepexsa4yeHHoro obbekTa. <<|-|pOTOKOI'I>> onpenenset, 4To MMEeHHO 6b110 nepexsavyeHo C TO4YKN
3PeHUA MoJib30BaTesIbCKOro cepsuca, KOTOprI7I NCNoJs1ib30BaJ1 «OTNpaBUTE b» O14 nepenayvn Manopmau,mm.

() Npuwmep:

Monb3oBatensckuii cepBuc Skype. Mogynb nepexeara faHHOIO CEpBUCa MOXET reHepMpoBaTh
Co6bITUS TUNA «MecceHaKep».

Monb3oBaTtesib SDK MOXET BblGpaTb CEPBUC M3 UnCa BCTPOEHHbIX B Traffic Monitor nnn onpegennts 1
3aperncTpupoBaTb CBOI COBCTBEHHBIN. Ha 0CHOoBaHUK «[poToKoNa» 06beKTa U nageHTUgMKaTopa KoMnaHum-
Npoun3BOANTENS NepexBaTUMKa peasim3yloTcs NoMTUKN NULEH3NPoBaHns BHYyTpu Traffic Monitor. «[poTokosn»
o6bekTa npeacTasnseT coboi nocnefoBaTeslbHOCTL CUMBOJ/IOB U ONpeaenseTcs nonb3osarenem SDK.

() Npuwmep:

Ecnv nonb3osarens SDK peanu3oBast nepexsaTyuk A8 KnueHTta Viber, OH MOXET onpeaenntb u
3apermctpupoBartb cepsuc "Viber". Ha kaxablii cepBMC 04HOIo Npon3BoanTens 6yaeT BblaaBaTbCs
oTAenbHasA NNUEeH3ns.

«MpOTOKO/1» NepexBavyeHHOro CObbITUA MOXET 3a7aBaTbCA Kak O4HO 13 YC0BWI B (hOPMUPOBaHNM
«nonuTukun» Traffic Monitor n aHanUTUYECKMX 3anpocax.

Y kaxaoro «CobbITuA» AO/MKHbI ObITb ONpeAeseHbl «0TNPaBUTENb(M)» U «noyvaTesib(u)».
MoaaepxmBaloTca cneaytolime Tunbl «nosydaTeneii» u «oTnpasuTeneii»:

+ «MepcoHa» - npeacTaBnseT coboil «nonb3oBartessi», KOTOPbI onpeaenseTcsa kak co3gareb,
oTnpaBuTeNb UAW NoyYaTeb NepexBavyeHHOro oobekTa. [ NepCoHbl MOXHO onpeaennTb
Habop «KOHTaKTOB» A/19 €€ naeHTuduKaumm. Tun KOHTaKTa MOXHO BblOpaTb 13 CNXCKa,
KOTopbIi nogaepxunBaetcs SDK. B kauecTBe npMMepa Tuna KoOHTakTa MOXHO npusectu email,
TenedoH uav y4éTtHyto 3anncb Windows;

+ «KomnbloTepsbl» - NpeacTasiseT co60i KOMMNbIOTEP, MOBU/IbLHOE YCTPONCTBO
NN TEPMUHAMBbHbIA CEPBEP, HA KOTOPOM Obl/1 «CO34aH» NepPeEXBAYEHHbIA 00bEKT. /1A
[AaHHOTO TMna «0TNpaBUTENs» MOXHO ONpeaennTb CNNCOK «<KOHTaKTOB»;

+ «Pecypc» - npeactaBnset coboi agpec B ceTn VIHTepHET, Ha KOTOopbI 6b1av nepesaHsbl
[aHHble;

+ «YCTPOWNCTBO» - NpeAcTaBAseT cO60i YyCTPONCTBO, KOTOPOE MosyvaeT JaHHbIe Npu
KOMMpoBaHuK paiifioB Ha CbEMHbIE HOCUTENN;

CnnCOK KOHTaKTOB, CBA3aHHbIX C «[1epCcoHOi», N03BOMIAET MAEHTU(ULMPOBATL €€ No 060MY €€ KOHTaKTY.
Takum 06pasom, to6ble nepexBayeHHble AelcTBUS «[1epCcoHbI», B KOTOPbLIX ONpeaenéH XoTs 6bl OAVH eé
KOHTaKT, MO3BONSAET NAEHTUULMPOBATL KOHKPETHOTO Nnosib3oBarens B Traffic Monitor.

NHTepdpelic SDK N03BONSET CBA3bIBATL Pa3/IMUHbIE TUMbl KOHTAKTOB MeXAy CO6O0I /TIOrMYecknMm CBA3SMMU,
Hanpumep, oTnpasuTens «MepcoHy» ¢ oTnpasuTeneM «KoMNbHOTEPbI». TO NO3BOMSAET TOYHO ONPEeAENnTb
KOHTEKCT nepexsaTrbiBaeMoii onepawumu, T.e. KTO 1 r4e NHULMUMPOBaUT AelCTBME MO Nepegaye AaHHbIX.
[o6aBneHne cobCTBEHHBIX «[TPOTOKOMNOB» OCYLLECTBASAETCA Yepes cneuyanbHblii haiin 3agaHHoro hopmara.
310T haiin 3arpyxaetcs B Cuctemy yepes KoHconb Traffic Monitor 1 06HOBASIET BHYTPEHHME CTPYKTYPbI
JaHHbIX. [locne 3Toro HoBble «[POTOKO/bI» CMOTYT MPUHUMATL yYacTue B Co34aHny Npasun un
aHa/INTMYEeCKUX 3arnpocos.

NHTepdpelic SDK no3BonseT nepefasarb AaHHble B CETb MO YaCTAM. 3TO NO3BOSET BHELLHUM
paspaboTyvkam camum onpeaenaTb CTPaTernio orpaHUYeHns Harpy3kmy Ha CeTb.

O6LWmit anroputm nepegayn cobbITa Yepes MHTepgelic SDK BbIrAanT Tak:

+ Co3gartb 06bLeKT «CobbITHE» N YCTAHOBUTL €ro atpubyThl;



- Cospgarb oTnpasuTesnei/nonyyareneil CobbITUA, a Takke YCTAHOBUTb UX KOHTaKTbI U
atpubyThl;

« Co3pgarb AaHHble Co6bITUSA U YCTaHOBUTbL €ro aTpubyThl;

« Co3patb coeguHeHue c Traffic Monitor;

« MpoBeputb goctyn K Traffic Monitor 1 NMUEH3MI0 NNarvHa BHELLHEro pa3paboTyunka,;

« Mepeparb «MeTagaHHble» COObITUS;

+ Mepegarb No YacTAM COAEPXMMOE AaHHbIX COObITUS;

+ 3aKpbITb coegMHEHNE;

« YpanuTtb 06bekT «CobbITUE>.

Bonee nogpo6Ho npouecc nepegayn cobbITUiA MOXHO NOCMOTPETL B Mpumepax SDK.



3 OnucaHne NporpaMmHoro nHtepdeica pushAPl SDK

MporpammHbIli HTEpdelic peannsosaH B Buae Thrift-cepsuca. MogpobHee o Thrift cepBrcax MOXHO
MpoYecTb TyT: https://thrift.apache.org. B coctaB npumepos SDK BxoguT Thrift cxema, koTopasi onvcbiBaeT
cepBuc, peasiM3oBaHHbIi B Traffic Monitor. Huxe npuBefeHo onvcaHne aToi CXembl.

3.1 Tunbl gaHHbIX pushAPI SDK

Kop

typedef i32 ItemId

enum IdentityItemType {
kPerson,

kWorkstation,

kDevice,

kResource,

}

struct Attribute {
1: required string name,
2: required string value

}

struct ContactWithMeta {
1: required Attribute
contact,

2: optional string meta

}

struct Identity {

1: required ItemId
identity_1id,

2: required
IdentityItemType
identity_type,

3: required
list<Attribute>
identity_contacts,

4: optional
list<Attribute>
identity_attributes,

5: optional
list<ContactWithMeta>
identity_contacts_with_meta

}

OnucaHue
CTpykTypa ldentity
VaeHTudmkaTop a/1eMeHTa B COObITUN

Bug, anemeHTa naeHTUdmKaumm

OTA€enbHbIN aTpubyT /1060 CYLLIHOCTU COBLITUS (CAMOr0o COObITUS,
naeHTudmrkaumm, NoToka AaHHbIX):

1. KOHTaKT;
2. MeTaMH(OpMauus 0 KOHTaKTe

KoHTaKTbl ngeHTUhUKaumum ¢ MeTanHdopmaumeii:

1. KOHTaKT;
2. MeTaMH(OpMauus O KOHTaKTe

NaeHTudmkauma nosyyatesns unm oTnpaBuTenst o6bekra:

1. YHMKaJIbHbIi HOMEpP naeHTUmKaumm BHyTPN 06bEKTA,
NCNONb3YEeTCsA NS CCbIIOK Ha NAEHTUMKALNIO;

BWA, 3/1leMeHTa naeHTudmkaumm,

Hab0op KOHTAKTOB UAeHTUdIMKaL MK,

He 0653aTeNbHbI Habop aTprubyToB UAEHTUdIMKaL MK,
Habop KOHTAKTOB UAEHTUdIMKaL MK c MeTanHdopMaLnei

ok wnN


https://thrift.apache.org

struct EventData {

1: required ItemId
data_id,

2: optional
list<Attribute>
data_attributes

}

struct ChatMessage {
1: required ItemId
sender_id,

2: required string
sent_time,

3: required string
utf8_text,

4: optional ItemId
mes_data_-id

}

typedef string LinkNameType
struct ItemLink {

1: required ItemId 1id,
2: required ItemId
link_to_1id,

3: required LinkNameType
link_name

}

const LinkNameType
link_name_ws =
"workstation_1link"

OnuncaHme NoToKa AaHHbIX COObITUS:

1.

2.

YHVIKa/bHbI MAEHTUUKATOP NOTOKA AAaHHbIX BHYTPY
CO6bITVS, UCNOMb3YETCS A5 CChISIOK Ha MOTOK;
Heobs3aTe bHbIi HA6op aTpPUBYTOB NOTOKA AaHHbIX

OnucaHmne ogHoro coobuieHus knacca "becepa':

1.

w

CCbl/IKa Ha nAeHTMdnKaLmIo, Kotopas aBnseTca
oTnpasuTenem coobLleHns;

JloKanibHOE BpeMms nepegayn coobueHns B popmare
rrrr-mmM-gaT44:Mm:CC+44:MM (ISO 8601 ¢
dopmarmposaHnem yyyy-MM-ddTHH:mm:sszzz);

TEKCT coobLeHnsa B koguposke UTF-8;

NaeHTUdUKaToOp AaHHbIX 0O6BbEKTA, B KOTOPLIX OyaeT
nepefaHo cofepxmmMmoe coobLeHuns, ecnu utf8_text nycroi

OnucaHune cBA3N Mexay pasnmimyHbiMn CYyLLLIHOCTAMN cobbITUSA:

1.

NOEHTUGUNKATOP CYLLHOCTN COObITUS, OT KOTOPOI MAET
CBs3b;

NOEHTUGUNKATOP CYLHOCTU COBbITUS, K KOTOPOI NAET
CBs3b;

UMS (TKN) CBA3K

Cn1coK MMEH NoAAEPXMBAEMbIX CBA3EW MeX/y CYLHOCTAMMU:

« MMS AN 3afjaHns CBA3N naeHTudunkaumii Tuna "lMepcoHa"

n "Paboyas ctaHuma"



struct Event {

1: required EventClass
evt_class,

2: required TmServiceType
evt_service,

3: optional
list<Attribute>
evt_attributes,

4: required list<Identity>
evt_senders,

5: required list<Identity>
evt_receivers,

6: required
list<EventData> evt_data,

7: optional
list<ChatMessage>
evt_messages,

8: optional list<ItemLink>
evt_links,

9: optional Identity
evt_source,

10: optional Identity
evt_destination

}

struct Credentials {

1: required string
company_name,

2: required string token

}

typedef 164 EventId

typedef 164 Streamld

typedef 132
InterfaceVersion

const InterfaceVersion
pushapi_version = 1

OnuncaHmne cobbITUSA, KOTOPOE HYXHO nepeaatsb B Traffic Monitor:

Knacc coobITus;

cepBuc cobbITUS;

aTpubyTbl COOLITHUS;

OTNpaBuUTENN COBLITUS;

nosyyartesiv cobbITUs;

AaHHble cobbITuS;

coobLLeHnst cobbITUSA ansa knacca "becepa';
CBAA3M MeX/y CYLLUHOCTSAMU B COObITUW;
NCTOYHWK COObITUS;

NMPUEMHMK COBbITUSA

LCoNoUkwN

[
e

CTpyKTypa, onucbiBatoLLlas napaMmeTpbl AocTyna K Traffic Monitor:

1. HasBaHuve KNneHTa (MM KOMNaHuy B HalleMm cny4dae). 10T
napamMeTp CBA3bIBAET NJlarMH BHELIHEro paspadboTynka c
NMUeH3nen;

2. TOKeH aBTOopMU3auun. ATa CTPOKa AB/IAETCH «CEKPETOM»,
KOTOpbIV 3HatOT nnaruH u Traffic Monitor. Tak peann3oBaHa
aBTOopM3aLMa UCTOYHUKA OaHHbIX

NaeHTUdmKaTop 3arpyxaemoro co6bITus
NaeHTUhrKaTop 3arpyxaemoro noToka AaHHbIX CobbITUSA

Bepcus PushAPI nHtepdeiica



enum EventClass { MoppepxvBaemble "knaccbl" cobbiTuiA B PushAPI:
kChat,

- becepa
kEmail, a
KMfp « [MouTa
kweb’ + lNeyaTb, KONUPOBaHWE ¥ CKaHNPOBaHNe
)
kFileExchange, . I/IHTepHeT-%KTMBHOCTb
kPhoto, + O6MeH thaitnamm
kMultimedia, « ®oToChEMKA
kVoiceTalk + 3anucb MynsTumeama
} + 3BOHOK

3.2 NcknodeHuns pushAPI SDK

Kopg, OnucaHue

exception Eventld, yka3aHHbIi1 B CNUCKe NapaMeTpoB, HE HalilIEH B pamMKax TeKyLLEel ceccum
EventNotFound { nepegayn cobbITns

1: string
message,

}

exception Datald onsa yka3aHHoOro Eventld HEKOPPEKTHBIN, T.€. yka3aHHbI Datald He HaviaeH
DataNotFound { B paMkax TekyLllei ceccumn nepegadn cobbitus

1: string
message,

}

exception Streamld ons ykasaHHoro Eventld HEKOPPEKTHbI, T.€. yKa3aHHbll Streamld He
StreamNotFound { Ha|7|,qu B paMKax TeKyLLI,eI7I ceccum nepegavun cobbITHA

1: string
message,

}

exception HekoppekTHeblii hopmaT cobbITus, T.€. He NpoLuia NpoBepka Ha coaepxnmoe
InvalidEventForm aTpmbyToB COObITMA. Kaxablil knacc cobbiTust uMeeT Habop 0653aTeNbHbIX
at { aTpmbyToB

1: string
message,

}

exception HekoppeKTHble NapaMeTpbl A0CTyna K nHTepdeiicy. Hy>XHo ykasaTb NpaBu/ibHbIi
InvalidCredentia TOKeH
1s {
1: string
message

}
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exception Ha cepBepe Traffic Monitor HET NpaBWU/ILHOW NNLEH3MUW ANS Nepefayn cobbITuit
LicenseError {

1: string
message
}

MNpumeyaHwue: message - YTOYHAET NPUYNHY BO3HUKHOBEHUA UCKIOYEHNA

3.3 Cepsuchl Traffic Monitor pushAPI SDK

BcTpoeHHble B Traffic Monitor cepBuchbl, KOTOPblE MOXHO MCMO/b30BaTh 4151 COObITUIA:

const TmServiceType service_email = "email" //!< MouTa Ha KnueHTe

const TmServiceType service_email_web = "email_web" //!< Mo4yTa B Bpay3epe

const TmServiceType service_im_icqg = "im_icq" //!< ICQ

const TmServiceType service_im_skype = "im_skype" //!< Skype

const TmServiceType service_im_xmpp = "im_xmpp" //!< XMPP

const TmServiceType service_im_mmp = "dim_mail_ru" //!< MMP

const TmServiceType service_im_lync = "im_lync" //!< MS Lync

const TmServiceType service_web = "web_common" //!< Web-coobuweHus

const TmServiceType service_file_removable_storage = "file_copy_removable" //!< 06meH
dalinaMm Cc BHEWHUM YCTPONCTBOM (CbEMHbLIM YCTPOMNCTBOM XpaHeHUs)

const TmServiceType service_file_ftp = "ftp" //!< 06mMeH ¢aiinamm no FTP

const TmServiceType service_print = "print" //!< MeuyaTb

const TmServiceType service_cloud_storage = "cloud_storage" //!< 06meH ¢aiinamm c 06sa4HbIM
XpaHnnuuem

const TmServiceType service_terminal_session = "terminal_session" //!< 06MeH ¢aiinamm
yepe3 TepMUHaNIbHYK Cecculo

const TmServiceType service_network_resource = "network_resource" //!< 06meH ¢alinamm c
ceTeBbLIMM pecypcamu

HaunmeH Knaccbl OnucaHue

oBaHune

cepBuc

a

email «39nekTpoHHasa  CepBuc Nepexearta KopnopaTuBHONM NOYTbI, KOTOPbIA HE 3aBUCUT OT
noytar MCNonb3yemMoro NpoToKoa Uam Tuna novToBoro cepeepa. Mpu

pacLupeHun knacca «9NeKkTPOHHas noyta» pekoMeHayeTcs A06aBNSaTh K
Ha3BaHWI0 cepsuca npedukc "email_", Hanpumep "email_google"

email_w «2nekTpoHHasa  CepBuUc nepexsaTa no4yTsbl B bpaysepe
eb noyta»

im_icq «becepav, CepBuc nepexsara nporpaMmmbl 06MeHa coobueHnsamm "ICQ" (npoTokon
«fonocosas "OSCAR")
becepnar,
«OBMeH
hannamm»
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im_skype «becepa», CepBuc nepexsara nporpaMmmbl 06MeHa coobuieHnsamn "Skype"
«'onocosas
becepnar,
«ObmeH
channamm»
im_xmpp  «becepa», CepBuc nepexsarta /110601 nporpammbl 06MeHa CoobLLEHNSIMM, KOTOPast
«ronocosas paboTaeT no npoTokoy XMPP (Jaber)
becepar,
«O6MeH
thainnamm»
im_mail_  «becepa», Cepsuc nepexsara /11060i nporpaMMbl 06MeHa CoobLEHNAMK, KOTOpas
ru «'onocosad paboTaeT no npoTtokony MMP(Mail.ru Agent)
becepnar,
«O6MeH
thainnamm»
im_lync «becena», CepBuc nepexsara nporpaMmmsl 06MeHa coobLeHnammn "MS Lync"
«[onocosas
becenar,
«O6MeH
thainnamm»
web_co «HTEepHeT- Cepsuc nepexsarta Hepa3obpaHHbIx POST-3anpocoB
mmon aKTMBHOCTb»
file_copy  «O6meH Cepsuc, KOTOpbI cO30aET Konuu (hainnos, KONMMPYEMbIX HA CbEMHbIE
_remova thaintnamm» YCTPOICTBA XpaHEHUS AaHHbIX
ble
ftp «O6MmeH CepBuc, KOTOpbIi cO30aET Konuu dainnoB, KONMPYEMbIX HA CbEMHbIE
channamm» YCTPOWNCTBA XpaHeHUs1 AaHHbIX
print «MpuHTEPHI 1 CepBuc, KOTOpbIi co30aéT «0bpasbl» pacnedyarbiBaeMbIX Ha NpUHTepe
MDY » [OKYMEHTOB
cloud_st «O6MmeH CepBuc, KOTOpPbI CO34aET Konun dhainnos, KONMPYEMbIX Ha 061adHbIe
orage dhaiinamm» XpaHunuuia
terminal «O6MmeH Cepsuc, KOTOpbIi CO30aET KonuKn halinos, NnepegaBaemMbIxX Yepes
_session harinamm» TePMUHa/TbHYH CECCUI0
network_  «O6MeH Cepsuc, KOTOpbI CO30aET Konumn (haiinios, KOMMPYEMbIX HA CETEBbIE
resource dainamm» pecypcsbl

MpumeuaHue: Npy f06aBIEHMN HOBOTO CEPBUCA, KOTOPLIN NpeacTaBnseT coboli nporpammy obMeHa
co06LeHnAMN, peKoMeHAyeTCs [06aBUTh K ero HasBaHuo npednke "im_". Hanpumep "im_viber"
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/\ Mpumeuanue:

CepBI/ICbI C apyrmmm tmunamm COObITWIA MOryT ObITb 3aperncTpmnposaHbl C NOMOLLbO NJiarlnHOB

3.4 Tunbl KOHTaAKTOB Traffic Monitor pushAPI SDK

Tunbl KOHTAKTOB, NOAAEPXMBaeMble 6U3Hec-n10rvMkoit Traffic Monitor:

Kog

const TmContactType
contact_type_email = "email"

const TmContactType contact_typ
e_auth = "auth"

const TmContactType contact_typ
e_dnshostname = "dnshostname"

const TmContactType contact_typ
e_icqg = "dicq"

const TmContactType contact_typ
e_skype = "skype"

const TmContactType contact_typ
e_phone = "phone"

const TmContactType contact_typ
e_'ip = ll-ipll

const TmContactType contact_typ
e_sid = "sid"

const TmContactType contact_typ
e_webaccount = "webaccount"

const TmContactType contact_typ
e_lotus = "lotus"

const TmContactType contact_typ
e_domain = "domain"

OonucaHue

MouToBbIN agpec. icnonbayeTtcsa ansa ngeHtndmkauumi c
Tunom «lMepcoHa»

JNoruH B OC B (hopmarte login@domain. Vicnonb3yerca 4ns
naeHTudvKaumiin ¢ Tunom «fMepcoHa»

DNS nms. Vicnonb3yeTca ans otnpasuteneii ¢ Tunom «Padoyas
CTaHLmsI»

Icg-HOMep. Micnonb3yetcs ans naeHTudukaguin ¢ TMNom
«[epcoHa»

Skype-norviH. Vicnonb3yeTtcs gns ngeHtndukaumii ¢ TunomM
«[lepcoHa»

Howmep TenedioHa. Micnonb3yeTcs ans ngeHTndmkaymnin c
TUNom «MepcoHa»

IPv4-agpec. Vicnonb3yeTcs ana oTnpaButeneil ¢ TMnomM
«Paboyas ctaHuus»

Security Identifier B onepaumoHHoi cucteme Windows,
npeacTaBeHHbI B TEKCTOBOM chopMarTe. Micnonb3yeTtcs asis
naeHTudvKaumin ¢ Tunom «MepcoHa»

HasBaHve y4YeTHoii 3an1cy Ha CETEBOM pecypce
MouToBbIt agpec B Lotus. Micnonb3yeTca Ans uaeHTudukawmii

C TMnom «lepcoHa»

JowmeH
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3.5 lNogaepxuBaemble atpubyThl Traffic Monitor pushAPI SDK

Cnncok MMEH aTpubyToB, KOTOpblE NoaaepXmBaroTca B Traffic Monitor:

Kop

typedef string EventAttributeType

const EventAttributeType
event_attr_capture_date =
"capture_ts"

const EventAttributeType
event_attr_capture_server_ip =
"capture_server_ip"

const EventAttributeType
event_attr_capture_server_fqdn =
"capture_server_fqgdn"

const EventAttributeType
event_attr_inteceptor_id =
"interceptor_id"

const EventAttributeType
event_attr_inteceptor_protocol =
"protocol_mnemo"

const EventAttributeType
event_attr_print_copies = "print_copies"

const EventAttributeType
event_attr_destination_type =
"destination_type"

typedef string DataAttributesType

const DataAttributesType data_attr_mimetype
= "mimetype"

const DataAttributesType data_attr_size =
"data_size"

const DataAttributesType
data_attr_sent_date = "sent_date"

14

OnucaHue aTpudyta
ATpUOYTbI COGBLITUA:

JlokanbHOe Bpems nepexsarta cobbITus B
thopmare Frr-MM-44AT44:MM:CC+4Y:MM
(1SO 8601 c hopmaTtmpoBaHnem yyyy-MM-
ddTHH:mm:sszzz) (*)

IP-agpec cepBepa nepexsara (no3sosnser
pasnuyartb pas/inyHble 3K3eMMnaApbl 04HOIo
nnarvHa) ()

DNS-nmsi cepBepa nepexsara (no3Bossier
pasnuyartb pas/inyHble 3K3eMMnAApbl 04HOIo
nnarvHa) ()

VaeHTndukaTtop obbekTa B nepexsaTumke

MpoTOKO/, N0 KOTOPOMY NepeaaBasicst 0GbEKT

KonmuecTBO KOMuiA, Lie/10e Yn1C/1o B CTPOKOBOM
npeacTaBieHnn

Tun npnémHuka

O6ue aTpMbyThbl NOTOKA AAHHbIX:

MIME-T1N coAepXMMOoro (3arnosiHAeTCs TONIbKO
05 Y3/10B, KOTOPbIE Y)Xe pa3obpaHbl KNIMEHTOM)

Pa3mep gaHHbIX, eC/ln OH U3BECTEH 3apaHee

[ata otnpaBkn o6bekTa B hopmate M TT-MM-
AATUY:MM:CC+UY:MM.

Mo3BoNseT HE3aBMCMMO yCTaHaBNMBaTb Bpemsi
dhopMMpOBaHMS COBLITUS U BPEMSI peasibHO
nepefayun AaHHbIX



const DataAttributesType data_attr_comment
= "data_comment"

const DataAttributesType
data_attr_email_subject = "subject"

const DataAttributesType
data_attr_email_is_encrypted =
"encrypted"

const DataAttributesType
data_attr_email_is_signed =
"is_signed"

const DataAttributesType
data_attr_file_filename =
"filename"

const DataAttributesType
data_attr_file_source_file_path =
"source_file_path"

const DataAttributesType
data_attr_file_destination_file_pat
h = "destination_file_path"

const DataAttributesType
data_attr_voice_duration_sec =
"call_duration"

const DataAttributesType
data_attr_print_job_name =
"print_job_name"
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KommeHTapwuii

ATpuOYTbI NOTOKa AAHHbIX A/1A K1acca
"OneKTpoHHas noyTta'":

Tema nucbma

Mpur3HaK WndpoBaHns (CTPOKK "true" unm
"false")

Mpu3HaK HanMumns UMOPOBOIT NOANUCY (CTPOKM

"true" unu "false")

ATpnOYTbI NOTOKa AaHHbIX 4N1A Knacca
"O6meH chavinamun'':

KopoTkoe nms gaiina (*)

MonHbIA NyTb K haliny UCTOYHUKY COObITUSA

MonHbIA NyTb K NepegaHHoOMY U/n
CKOMMpOBaHHOMY dpaiiny

ATpMGYTbI NOTOKA AaHHbIX A/1s Knacca
"CoTtoBas cBsi3b":

[MTeNbHOCTL B CEKYHAAX (Lies1oe Ynco B
CTPOKOBOM NpeaAcTaB/eHnm)

ATpUGYTbI NOTOKAa AAHHbIX AN K/acca
"MpuHtep n MOY":

Ha3BaHuve 3agaHnAa Ha neyaTb



const DataAttributesType
data_attr_print_copies =
"event_attr_print_copies"

typedef string IdentityAttrType

const IdentityAttrType
identity_attr_comment =
"identity_comment"

typedef string TWorkstation

const IdentityAttrType
identity_attr_ws_type =
"workstation_type"

const TWorkstation
"ws_type_computer"

ws_type_computer

const TWorkstation
"ws_type_mobile"

ws_type_mobile =

const TWorkstation
"ws_type_terminal"

ws_type_terminal

const IdentityAttrType
identity_attr_device_name = "device_name"
const IdentityAttrType

identity_attr_device_type

"device_type"

const IdentityAttrType

identity_attr_endpoint_name = "name"
const IdentityAttrType
identity_attr_endpoint_path = "path"
const IdentityAttrType
identity_attr_endpoint_type = "type"

const IdentityAttrType
identity_attr_endpoint_device_-id

const string identity_attr_print_location
"print_location"
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KonunyecTBo KONwii (Lenoe 4ncno B CTPOKOBOM
npeacTaBeHnn)

Oo6wwme aTpubyThl NAEHTUNKALMIA:

KommeHTapwuii

ATpUGYTbI ngeHTUPUKaLuin Tuna
"KomnbloTepbl":

Tun pa6oueii cTaHumu:

Komnblotep

Mo6WbHOE YCTPOICTBO

TepMuHabHbIA cepBep

ATpUGYTbI aeHTUMKaLMii TunNa
"YcTpoucTBo":

Wwmsa ycTpolictsa (*)

Tun ycTpoiictea

ATpUGYTbI ngeHTUPUKaLUumM Tuna
"YctpoiictBo", "Pecypc", "Pa6ouas
cTaHuusa" ANA UCTOYHUKA N NPUEeMHUKa:

Mms ycTpoicTea unm pecypca (*)

MyTb Ha 3a4aHHOM pecypce umn ycTpoiicTse (*)

Tun pecypca unm ycTpoiicTea. 3anosHseTcst
MHEMOHMKaMM 13 CrpaBOYHKa

ID CbeMHOrO0 yCcTpoiicTBa

PacnonoxeHve ycTpoiicTea npuHTepa



const string identity_attr_print_port_name Mims nopTa ycTpoicTBa npuHTepa
= "print_port_name"

const string identity_attr_print_server = Vimsa cepBepa ycTpoiicTBa npuHTepa
"print_server"

ATpuGYTbI naeHTUMKauuii Tuna "Pecypc':

const IdentityAttrType URL pecypca (*)
identity_attr_resource_url =
"res_destination_url"

const IdentityAttrType DNS nnm IP agpec pecypca (*)
identity_attr_resource_address =
"res_destination_host"

MpumeuaHue: (*) - 06513aTENbHbIN aTPUOYT

3.6 Cepsuc EventProcessor pushAPI SDK

Kop OnucaHue

InterfaceVersion GetVersion() OYHKLUMA NONyYeHNs TEKyLLel Bepcun nHTepdeiica

void VerifyCredentials(1l: ®YHKUMS NPOBEPKN NapaMeTPOB A0CTyNa K MHTepdeiicy

Credentials cred) pushAPI SDK.

throws(1: InvalidCredentials Mo3BoNSIET NPOBEPUTL BO3MOXHOCTb Nepeaaun AaHHbIX 40 UX

ex); peasbHOIi Nepegayn:

ventId BeginEvent (1: Event ®YHKUMA MHULMUPYET NpoLecc nepegadn cobbiTns nepexsara

event, 2: Credentials cred) Ha Traffic Monitor, ncnonb3ys pushAPI SDK, rae:

throws(1: InvalidEventFormat

ex1, 2: InvalidCredentials ex2, « event - 3ano/IHEHHANA CTPYKTYpa cofepxallias Bce

3: LicenseError ex3, 4: «MeTafaHHblex», KOTOPbIE OMUChLIBAIOT COObITME

EventNotFound ex4, 5: nepexsara. ATpnbyTbl: OTNpaBuTens, nonydyarens,

DataNotFound ex5); CrnyMCKa NOTOKOB AaHHbIX, KOTOpPble CBA3aHbl C
cobbITueMm;

« cred - CTPYKTypa, KOTOpasi N03BONSET aBTOPN30BaTh
npoLecc nepegaydn cobbiTus;

« return - nAEHTUUKATOP COOLITUA C CECCUN Nepeaym
OaHHbIX (B 0QHOI 1 TOi e TCP-ceccum MOXHO
nepeaaBaTb HECKO/IbKO COBbITUIA)
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StreamId BeginStream (1:
EventId event_id, 2: ItemId
event_data_1id)

throws(1: EventNotFound exl, 2:

DataNotFound ex2);

void SendStreamData(l: EventId
object_id, 2: Streamld
stream_id, 3: binary chunk)

throws(1: EventNotFound exl, 2:

StreamNotFound ex2, 3:
InvalidEventFormat ex3);

void EndStream(l: EventId
event_id, 2: Streamld
stream_id)

throws(1: EventNotFound exl, 2:

StreamNotFound ex2, 3:
InvalidEventFormat ex3);

string GetEventDatabaseId(1:
EventId object_1id)
throws(1: EventNotFound exl);

OYHKUMA MHALMMPYET Nepeaady noToKa AaHHbIX, KOTOPbIi
CBsi3aH C COBbITMEM NepexBata faHHbIX, Iae:

+ event_id - naeHTUprkaTop cobbITUA, C KOTOPbIM
CBSi3aH JaHHbI NOTOK AaHHbIX. Bo3BpalaeTcs
oyHKUMeElN BeginEvent;

« event_data_id - ngeHTUMKaTop nepegaBaembix
AaHHbIX. ATOT naeHTudmkaTop nepesaétcs B
cocTaBe «MeTafaHHbIX» COObITUSA, B Nnosie evt_data;

+ return - UAEHTUUKATOP 3arpyxaemMoro noToka

®YHKUWSA NepefaéT 6ydiep AaHHbIX B COCTaBe NOTOKA JaHHbIX,
KOTOpbI CBSA3aH C CO6bLITUEM NepexBaTa AaHHbIX, [Ae:

« event_id - naeHTMdurKaTop cobbITUS, C KOTOPbIM
CBSi3aH JaHHbI NOTOK AaHHbIX. Bo3Bpallaetcs
byHKUMel BeginEvent;

« stream_id - naeHTUdMKaTOp NOTOKA AaHHbIX, B
cocTaBe KOToporo nepegaétcs 6ydep.
BosBpalyaetcs dyHKumeli BeginStream;

+ chunk - 6ydhep gaHHbIX. MNonb3oBaTesb SDK cam
[O/MKEH BblOMpaTh pasyMmHbIli pasmep 6ydepa
[aHHbIX, YTOObI 06eCcneunTb JOCTaTOUYHY CKOPOCTb
3arpy3ku cobbITUiA, HO HE NeperpyXartb CETEBYHO

" anpaCprKTypy

®YHKUMSA PUKCUPYET KOHEL, Nepeayn NoToka AaHHbIX,
CBSI3aHHOTO C COBbITVEM NepexBara, rae:

+ event_id - naeHTMdrKaTop cobbITUSA, C KOTOPbIM
CBSi3aH [JaHHbI NOTOK AaHHbIX. Bo3BpallaeTcs
byHKUMel BeginEvent;

« stream_id - naeHTUdMKaTOp NOTOKA AAaHHbIX, B
cocTaBe KOToporo nepegaércs 6ydep.
BosBpaluaetcs dyHkumel BeginStream

PYHKUMA NOMYYEHUSA YHUKAIBHOTO naeHTudmkaropa cobbiTus
nepexsata B cucteme Traffic Monitor, rge:

+ event_id - naeHTMdrKaTop CO6bITUSA, NOSTYHEHHbI
BbI30OBOM BeginEvent.

3T0 3HAYEHVE MOXHO MCMO/b30BaATL /18 CChISIKM Ha
3arpy)eHHoe co6bIThe. PYHKLMIO MOXHO BbI3blBaTb NOC/E
YAAUHOr0 BbINO/IHEHUST (DYHKLMM BeginEvent
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void EndEvent(l: EventId PyHKUMA huKeupyeT KOHeL, nepeayn cobbITUA nepexsara,
event_id, 2: bool abort) rae:

throws(1: EventNotFound exl, 2: .
InvalidEventFormat ex2, 3: « event_id - ngeHTMdmMKaTop cobbITusA, Nnepejaya

LicenseError ex3); KOTOPOro 3aBepLIaeTCs,
« abort - donar npekpaweHns 06paboTKN COObITUSA B
Traffic Monitor. Ecniv BbicTaBneH nar, To coobITUe He
nonapaet B b/}

3.7 KoHcTaHTbl 1 nepeuncnenuns pushAPI SDK

HanveHoBaHue OnucaHue Mpumep kopga
InterfaceVersion TekyLasn Bepcus const InterfaceVersion
pushapi_version nHTepdeiica pushapi_version = 1
kChat, MNogpepxnBaemsle enum EventClass {
kEmail, "knaccbl" cobbITUl kChat,
kMfp, kEmail,
kWeb, kMfp,
kFileExchange, kWweb,
kPhoto, kFileExchange,
kMultimedia, kPhoto,
kVoiceTalk kMultimedia,
kVoiceTalk
}

3.7.1 Bupg anemeHTa ngeHtudumkaumm pushAPl SDK

enum IdentityItemType {
kPerson,
kWorkstation,
kDevice,
kResource,

}

3.7.2 Tvinbl CBA3EN Mexay cylwHocTAMM pushAPI SDK
Cnncok NMeH NoaaepXMBaeMbIX CBA3EH MeXay CyLHOCTAMM:

1. Nima ans cosgaHnsa cesasu naeHtudmkaumii Tmna "MepcoHa" u "Paboyas ctaHums":

const string link_name_ws = "workstation_1link"
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4 PerucTtpaumsi CTOPOHHEero komnoHeHTa (MnarvHa) pushAPI
SDK

[ONst HTErpaummn CTOPOHHETO MOAy/si EPEXBATA AaHHbLIX C cMcTEMON Traffic Monitor HY)XXHO BbINOMIHUTL
cnepyoLme waru:

1. 3apervnctpuposarb B KomnaHuv InfoWatch cTpoky ngeHtndmnkarop KomnaHum-
Npov3BOAMTENSA KOMMNOHEHTA. DTO NO3BOJIUT CBA3bIBATL KOMMaHUI-NPON3BOANTENSA C
nvueH3ven, kotopas byaeT ycTtaHaBmMBaTbes B cuctemy Traffic Monitor;

2. MonyunTb NULEH3nI0 pa3paboTumnka, CBA3aHHY C MAEHTUANKATOPOM KOMNaHun. 310
Nno3BONUT 3arpyxartb B Traffic Monitor co6bITUSA NepexeaTa 3Toro npoussoanTens. JInueHsuns
pa3paboTymKa NO3BOMSET 3arpyXaTb NPOU3BOSIbHbIE TUMNbl (CEepBUCHI) COObLITUIA;

3. Cosgarb haiin perncrpauny CTOPOHHEro KOMMNOHEHTa B ONUCaHHOM Huxe dhopmarte. K aTomy
MOMEHTY [10/1KHbI ObITb ONpe/eneHbl Ha3BaHWA CePBUCOB, KOTOpble ByayT nepexsaTbiBaTbCA
CTOPOHHMM KOMMOHEHTOM. B chaitn pernctpauumn fobasnseTca NuueHs3us, nolyvyeHHas B
NyHKTe 2;

4. 3arpysutb haiin perucrpauuy CTOPOHHEro KOMNoHeHTa B cuctemy Traffic Monitor uepes
nHTepdenc koHconu Traffic Monitor. Pasgen «YnpasneHue» - «MaaruHel». (CM. PyKoBOACTBO
nons3osarens Traffic Monitor);

5. MonyunTb TOKEH JOCTYNa B CBOMCTBAX 3arpy>eHHOro CTOPOHHEro KOMMOHEHTA.

Cucrema rotoea NPUHNMATb Cco6bITMSA OT Sa,ﬂ,aHHOVI KOMMaHunn nponssoanTenia C yKadaHHbIM CEPBUCOM
nepexsara.

4.1 dopmart oaiina permcTpauum CTOPOHHEro KOMNoHeHTa pushAPI
SDK

MnarvH npeacTaBnsieT cobon apxmB B hopmare .zip. B coctas apxmBa BXoAsT:

« nanka licenses, cogepxallas annel NMUEH3NIA;

+ nankaicon, cogepxatias tainbl ¢ ICNOAb3YyEMbIMU MMKTOrPaMMaMu 47151 PErMCTPUPYEMbIX
COObITUIA;

« (paiin manifest.json, cogepxalyunii MHhopMaLmio 0 NAarnHe.

() Npumeuanue:

Manku licenses 1 icon He ABNAOTCA 06513aTeNbHBIMUW. ®aiifbl NMUEH3MIA 1 halinbl ¢ UCNONb3YEMbIMU
MUKTOrpaMmMaMy MOTyT HaXOAUTbCS B KOPHE.

[nsi BHELWHMX CUCTEM-UCTOYHNKOB COObITUIA dhaiin manifest.json o/HKeH cogepXaTb CeayoLLyo
NHhopmauuio:

Copepxu Tvn fBnse OnucaHue
Moe OaHH TCA
bIX o6sA3ar
€NbHbI
M
{
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Copepxu Tvn fBnse OnucaHue

moe OaHH TCA
bIX obasar
€/lbHbl
M
"PLUGIN_I  CTpoOK Jda YHuKanbHblii ngeHtTudmkartop (UUID) nnarvHa, KoTopblii co3gaeTcs
D": "m, a ero paspaboTynkom. 1o 40 CUMBOJIOB.
NaeHTndmkaTop ncnosnb3yeTca A1 06HOBNEHUA NaarnHa.
Mpumep: "PLUGIN_ID":
"189C38D390396EBGEO530100007F1CA200000001",
"DISPLAY_  CTpoOK Ja OTob6paxxaemoe nMs naaruHa.
NAME" : a Mpumep: "DISPLAY_NAME": "WUma nnaruHa",
nn
)
"DESCRIPT  Crpok Het OTobpaxkaeMoe onvcaHve nnarvHa.
ION™: "", g Mpumep: "DESCRIPTION": "TecTOBbii nnaruH ans
LemoHcTpauun",
"VERSION"  CTpokK Ja Bepcua nnaruHa.
", a MNpumep: "VERSION": "1.0.0",
"VENDOR":  CTpoOK Ja NaeHTndmkaTop KomnaHun-paspadboTymka, COOTBETCTBYHOLLMIA
"y, a Ha3BaHWI0 KOMMaHUN B JIULIEH3NM.
Mpumep: "VENDOR": "infowatch",
"LICENSE" Maccu  Ja daiinbl AMueH3nn. JomkHbl 6bITb YKa3aHbl NyTy K daiinam
| B JIMLEH3UIA OTHOCUTE/TLHO KOPHS apXxmBa.
{
Ctpok Mpumep
IIPATHH:HII a
} "LICENSE": [
1, (
"PATH": "licenses/¢dainn nuueHsun 1.license"
1,
{
"PATH": "1ldicenses/dalin nuueHsum 2.license"
i
1,
"PATTERN_  CTpokK Het LLa6n1oH Anst noucka 3arpy>eHHbIX paHee NIMUEH3NA AN NPUBSA3KM
SEARCH_LI g VX K niarvHy. VMimeet coopmart: {operator:or |
CENSE": and,child[{name:value}]}".

Mpumep: "PATTERN_SEARCH_LICENSE": "{\"operator\":
\"or\",\"conditions\":[{\"origin\":\"dm\"},{\"origin\":
\"dmmobile\"}]1}",
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NTS": {

"OBJECT_T
YPE": [
{
"MNEMO" :

nn
3

"SERVICE_
MNEMO" :

nn

"ICON":

nn
3

"LOCALE":
{

X

X

1,

""PROTOCOL
ll: |:
{
"MNEMO" :

nn
3

"LOCALE":
{

I
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CTtpok

CTtpok
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M

Ja

OnucaHue

Pernctpupyembie TuMbl COBbLITUI 1 MPOTOKO/bI.
MaccuB TUMOB PerncTpupyeMbix COGbITUIA C yKazaHWeM TUMOB
CEpPBUCOB, K KOTOPbIM OHU OTHOCSITCS.

Tun cobbITUSA.
Cepsuc.

®aiinbl C IKOHKaMU PerncTpupyembiX KOHTAKTOB.
Nokanuzauyuy HaMeHoOBaHUIA TUMOB KOHTAKTOB XOTS Gbl HA OfHOM

A3blKe.

Mpumep

"ADDS_EVENTS": {
"OBJECT_TYPE":

{
"MNEMO": "cloud_storage",
"SERVICE_MNEMO": "file",
"LOCALE": {
"rus": "O6nayHoe XxpaHunuwe'",
"eng": "Cloud storage"
}
1,
{
"MNEMO": "im_telegram",
"SERVICE_MNEMO": "4im",
"ICON": "dcon/event_icon_telegram.png",
"LOCALE": {
"rus": "Telegram",
"eng": "Telegram"
}
}
1,
"PROTOCOL":
{
"MNEMO": "telegram",
"LOCALE": {
"rus": "Telegram",
"eng": "Telegram"
}
}

s
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"USES_EVE
NTS": {

"OBJECT_T
YPE": [
{
"MNEMO" :

nn
3

""PROTOCOL
ll: |:

{ "MNEMO"
nn }
1,

"ORIGIN":
[

"

}

]
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Maccu
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CylecTByoLMNE TUMbI COObITHIA.
MaccuB TUMOB PermcTpupyeMbIX COOLITUIA C yKazaHUEM TUMOB
CEepBM1COB, K KOTOPbIM OHM OTHOCHATCS.

Tun cobbITUSA.

MaccurB NpOTOKO/10B, OTHOCALLMXCA K JAaHHOMY TUNY COObITUS.
lpoToKosblI.

MaccuB Ko0B TUNOB NepexsaTymkoB A1 MaarnHos InfoWatch.
Kogpbl.

Mpumep

"USES_EVENTS": {
"OBJECT_TYPE": [

{
"MNEMO": "email",
"PROTOCOL": [
{
"MNEMO": "pop3"
1,
{
"MNEMO": "imap"
1,
{
"MNEMO": "mapi"
1,
{
"MNEMO": "smtp"
}
1,
"ORIGIN": ["dm", "dmmobile"]
},
{
"MNEMO": "email_web",
"PROTOCOL": [
{
"MNEMO": "http"
1,
{
"MNEMO": "https"
}
1,
"ORIGIN": ["dm", "dmmobile"]
1,
{

""MNEMO": "4im_whatsapp",
"PROTOCOL": [
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{
"MNEMO": "whatsapp"
}
1,
"ORIGIN": ["dm", "dmmobile"]
}
]
1
"ADDS_SER  O6bek Ja Pernctpupyembie Tunbl COObITUI Yepes cepBuchl SDK.
VICES": { T PervucTtpupyemble TUnbl NnepexsarbiBaeMblX CEPBUCOB
Maccu
"SERVICE_ g Vimsi nepexBaTbiBaEMOro cepBuca.
TYPE": [ CnnCcoK KnaccoB AaHHbIX, KOTOPblE NepexBaTbiBAET AaHHbI
{ CTpoK nepexesat4ynk B cepBuce.
a daiin ¢ NKOHKOW perncTpmpyemMmoro cepauca.
"SERVICE_ Maccu Jlokanmsaumm HaumeHoBaHWi TUMOB PErnMcTPUPYEMOro cepauca
MNEMO" : B XOTS1 6bl HA OHOM A3bIKE.
s CTPOK Mpumep:
"DATA cLa  CTPOK
SF a Mpumep
[ O6bek
"ICéN": T "ADDS_SERVICES": {
. "SERVICE_TYPE": [{
4 "SERVICE_MNEMO": "newservice",
"LOCALE" : "DATA_CLASS": ["kChat", "kFileExchange"],
* "ICON": "dqcon/TM_icon.png",
{ "LOCALE": {
Moy, "rus": "cepBuc#5",
oy "eng": "service#5"
} }
} 1,
] {
}, "SERVICE_MNEMO": "newservice2",

"DATA_CLASS": ["kPhoto"],
"ICON": "d4con/TM_icon.png",

"LOCALE": {
"rus": "cepBuc#5+2",
"eng": "service#5+2"
}

1,
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"OBJECT_H
EADER": [

{
"NAME" :

nn
b

"NOTE": {

mnmne. nn
M 5

1
"TYPE":

"FORMAT":

"DATA_CLA
SS":
[llll] ,
"USE_IN_P
oLICY":
nn

)
"USE_IN_N
OTIFICATI
ONII : nmn ,
"USE_IN_Q
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nn
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e
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e
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M

Het

OnucaHue

Monb3oBaTensckue atpubyTsl COOLITHIA.

YHUKanbHbI KO, aTprbyTa, KOTOPbIA ByAeT UCNO/Ib30BaH B
3arofioBkax cobbITua 1 onsa naeHTudunkaLmm B xAPI/PushAPI.
Ecnu ngentundpmkarop paspaborumka He "IW", kog, [OMKEH
HaunHaTbCA ¢ npedhrkeca "<NgeHTuduKaTop KomnaHum-
paspaboTumka>_".

Mpumep: CISCO_CALL_DURATION

HasBaHue aTpubyTa, oTo6paxkaemoe B KoHconu Traffic Monitor.

Twvn 3Ha4YeHus.

dopmaT 3anmcu. BoaMoXHbI 3Ha4eHUst: Yicno (Lenoe, opobHoe),
CTpoOKa, gata 1 Bpemsi B UTC + ykazaHUe CMELLEHME YaCcOBOro nosica,
ONUTENbHOCTb, TMNepCChbl/ika, NepeuncieHne, Nornyecknii Tun.
CepBuchbl, K COBbITUSIM KOTOPbIX OyAeT A06ABNEH HOBbI
Nofb30BaTe/bCKNIt aTpubyT.

Vicnonb3oBaHWe aTpmbyTa B NomTMKax. "1" - aa, "o0" - HeT.
Vicnonb3oBaHWe aTpmbyTa B MOYTOBbIX YBEAOM/IEHUSIX. "1" - Aa, "O"
- HeT.

VMcnonb3oBaHue atpmbyTa B 3anpocax. "1" - aa, "o" - HeT.

Vicnonb3oBaHne aTpmbyTa B TabNnyHoi oopme NpocmoTpa crnmcka
COObITWIA. "1" - @, "O" - HET.

Vicnonb3oBaHWe aTpmbyTa B KpaTkoi hopme MpocMoTpa CobbITHS.
"1"-[a, "e" - HeT.

Vicnonb3oBaHWe aTpmbyTa B AeTasibHON hopme npocMoTpa
cobbITMA. "1" - Aa, "0" - HeT.

MHoXecTBeHHOe 3HayeHue. "1" - aa, "0" - HeT.
Mpumep

"OBJECT_HEADER": [
{

"NAME": "header_multi_string",
"NOTE": {
"rus": "3aronoBokK CTpPOK1",
"eng": "Header stringsl"

}’

"DATA_CLASS": ["kEmail"],
"USE_IN_POLICY": "1",
"USE_IN_QUERY": "1",
"USE_IN_NOTIFICATION": "1",
"USE_IN_LIST": "1",
"USE_IN_SHOW": "1",
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"USE_IN_DETAIL": "1",
"TYPE": "string",
"FORMAT": "string",
"IS_MULTIPLE_VALUE": "1"

"NAME": "header_date",
"NOTE": {
"rus": "3aronosok pgatal",
"eng": "Header datel"
})
"DATA_CLASS": ["kEmail"],
"USE_IN_POLICY": "1",
"USE_IN_QUERY": "1",
"USE_IN_NOTIFICATION": "1",
"USE_IN_LIST": "o",
"USE_IN_SHOW": "1",
"USE_IN_DETAIL": "1",
"TYPE": "string",
"FORMAT": "date",
"IS_MULTIPLE_VALUE": "o"

}

MonHasa JSON-cxema BXoAuT B cocTaB NpumMmepoB SDK (cMm. pasgen "OnvcaHve npumepoB PushAPI SDK").
Mpumep haina perncTpauum Moayns BXOAMT B cocTas SDK.

@ BaHo!

B cocTaB dhaiina BXoguT NpocpoyeHHas NLEH3Ms. 1l perucTpauym niarMHa Ha ocHoBaHuu dhaiina
nprMepa Hy>XXHO ByAEeT NoyyaTb HOBYHO SINLEH3UIO.
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5 OnucaHune npumepoB PushAPI SDK

MprMepbl NPeACTaB/AT CO60M NCXOAHbIE KOAB! KOHCOMBHBIX YTUIUT, KOTOPbIE Peasim3yoT 3arpy3ky
cobbITuii B Traffic Monitor, ucnone3ys Thrift-untepdelic pushAPI SDK.

MepBas yTunuTa - pushapi-cpp. PeaninsoBaHa Ha A3bike C++. MNogrotosnieHa Kk cbopke B ornepaunoHHbIX
cuctemax Windows u Linux. laHHasa yTunuta 4eMOHCTPUPYET CLEeHapum 3arpysku Bcex TMNnoB cobbITuii,
KOTOpble yXe 3apernctTpuposaHbl B cucteme Traffic Monitor.

Bropas ytunuta - pushapi-csharp. PeaninzosaHa Ha a3bike Ci#. [MogrotosneHa kK c60pke B onepauvioHHO
cucteme Windows. [laHHas yTunnta 4EMOHCTPUPYET CLEeHapumn 3arpysku BCex TUNoB COObITUI, KOTOPbIE YXe
3aperucTpupoBaHsbl B cucteme Traffic Monitor.

TpeTbsa yTunuta - pushapi-demo.py. Peasin3oBaHa Ha s3bike Python. MogrotossieHa K coopke B
onepaumoHHbIX cuctemax Windows u Linux. leMOHCTpUpYET cueHapymn 3arpy3ku BCcex TMNnoB cobbITuUiA,
KOTOpble yXe 3apernctTpupoBaHbl B cucteme Traffic Monitor.

YeTtBepTasn ytunura - pushapi-util. PeannsosaHa Ha a3bike C++. [ToArotosieHa K coopke B OnepauyoHHbIX
cuctemax Windows 1 Linux. laHHas yTunuta nveeT pasBuTblil MHTepeinc KOMaHaHOM CTPOKKM, KOTOPbII
MO3BOJIAET 3arpyatb NPOU3BOJIbHbIE COOLITUA B cucTemy Traffic Monitor, B TOM uncne Te, kKoTopble
3aperncTpupoBaHbl BHELLHEN crucTemoli. BoT onvcaHne KoMaHAHOW CTPOKW:

./pushapi-util
-—host <pushapi address > [--port <pushapi port>]
--token <plugin token>
--id <company>
-—-class <event class>
--service <event service>
--evtattr <attr_name:attr_value,.., attr_name:attr_value>
--sender <contact_type:contact_value,attr_name:attr_value,..,attr_name:attr_value>
--receiver <contact_type:contact_value,attr_name:attr_value,..,attr_name:attr_value>

--data file:<data_falie_name>, attr_name:attr_value,.., attr_name:attr_value
--mes <contact_type:contact_value,'"message text"

[-addctx]

Moe:

+ <pushapi address > - agpec pushAPI-cepsepa;

+ <pushapi port>- nopTt pushAPI-cepBepa, ec/1 He yka3aH, UCMNOJ1b3YeTCA 3Ha4YeHue no
YMOJ4aHuIo;

+ <plugin token> - TOkeH aBTOpM3aL MM NnarnHa. bepérca n3 KoHconu B pasaene faHHOro
nnaruHa;

« <company> - UAEeHTUUKATOP KOMNaHUN-NPON3BOANTENS NnarMHa. Npon3BonbHasA CTPOKa,
06s13aTeNIbHO coBnajaoLLas c Tol, YTO UCNO/b30Bas1acCh AJ/19 reHepauny IMLEH3Un ANns
nnaruHa;

« <event class> - k/1acc nepegaBaemoro coobITus;

+ <event service> - CepBUC NepegasaemMoro coobITus. MNnarvH MOXeT 3aperncTpnpoBarb CBOU
nepexsatblBaemMble CEPBUCHI M0 UMEHU U NepefaBarb 1X;

« --evtattr - aTpnbyTbI NepegaBaemoro cobbITUsA. MOCMOTPETb MOXHO B CMIUCKE KOMaHS, C
npuMepoMm. HekoTopble uMeHa aTpubyTOB UMET (DUKCUPOBaHHbIE 3HAYEeHNs U BU3HeC-
CMbIC/;

+ --sender - OTNpasBuTe/b COObITUSA. [MepBasn Napa napameTpoB onpeaenser KOHTaKT
oTnpasutens. lanee ykasbiBaloTcsa aTpubyTbl oTnpasuTens. CyLecTBYOT TPK «0COObIX» TUNA
KOHTaKTOB: dev (OTNpaBuTe b/Monyvaresb ABISAETCA YCTPONCTBOM), res (OTrpaBuTeslb/
nosyyaresib IBNSETCA pecypcom), ws (OTnpasuTesnb/nonyyarens ABiseTca «Padoyeii
CTaHuueit»). Ecnv He 3afaH HYU OQUH oTnpasuTesb, TO ByaeT creHepupoBaHo Asa
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oTnpaBuUTENS C TUNOM «[TepcoHa» M KOHTAKTOM Tuna «auth»; n ¢ TNoM «Paboyas ctaHums» 1
KOHTaKTOM dnshostname. 3aiaH MOXET 6bITb TOMIbKO OAUH OTNPaBUTENb;

Mpumep:

[ns cobbITVsi C OTNPaBUTENEM C akkayHTOM BKOHTaKTe 1 ykasaHumeM MeTa-uHopmaymn:
--sender "vkontakte:349051292:'{\"display_name\":\"some name\",\"url\":
\"some_url\",\"login\":\"some_login\"}"'"

« --receiver - nosiyyaresib cobbITUA. MNapameTpbl aHaI0MM4YHbI OTNPABUTENIO;

+ --data - gaHHble cobbITKSA. MepBasi napa aTpnbyTOB yKasbIiBaeT Ha NyTb K thaiiny, rae
coAepXxuTca Teno cobbiTmsa. OcTasibHble NapaMeTpPbl ONUCLIBAKOT aTPUBYTbl 3TUX AAHHbIX.
[N HEKOTOPbLIX TUMOB COOLITUIA HEKOTOPbIE aTpMbYTbl 06513aTE/bHbI;

--mes - nepegaya coobuleHnii knacca «becefar. YkasblBaeTcs KOHTaAKT OTNpaBuTens
coobuweHns 1 ero cogepxmmoe. CoobLLEHNIA MOXET 6bITb HECKO/LKO;

--addctx - Heo6513aTeNbHbIV NapameTp. ABTOMaTUYeCKN [06aBNAET K COObITUIO ABYX
oTnpasuTenei ¢ TMNom «flepcoHa» 1 KOHTAKTOM Tuna «auth»; 1 ¢ TMNom «Paboyasi cTaHuus» 1
KOHTakTOM Trna dnshostname.

MpvMepbl BbI30Ba 3TOM YTUIUTbI €CTb B UCXOAHBIX KOJax NpPUMEpPOB.
Kpome 3T0ro B coctaB NpuMepoB SDK BXOAWT:

« paiin pluging.json - JSON-cxema thaiina manifest.json, KOTOpbIA BK/IlOYaeTCs B cocTas haina
pervcrpaumm BHELLHEro nnarnHa,;
« haiin plugin.zip - npumep aiina permctpaumm BHELHEro naarmHa.

®

BaxHo!

B coctaB ¢haiina BXoAuT NpocpoyeHHas AvLeH3uns. na peructpaumm ninarmHa Ha
OCHOBaHuK haiina npumepa Hy>XHo ByaeT nosyyatb HOBYHO JIMLEH3NIO.

5.1 C6opka npumepos nog Linux pushAPI SDK

[nsa c60pkmn NpUMEPOB Mo Linux HY>XHO MMETb YCTAaHOB/IEHHbLIN NakeT cmake U KOMNUASTOP C NOALEPXKKON
ctaHgapTa C++11. Bce ocTasibHble 3aBUCUMOCTY onpeaenstoTcs cmake-ckpunTom. 15 cO0pKN MOXET
noHapobutbcsa yctaHoska Thrift Runtime-61bnnoTek, 6ubnuoTekn Boost 1 OpenSSL, a UMEHHO:

« boost 1.62
« openssl 1.0.1
« thrift 0.11.0

5.2 Cb6opka npumepos nog Windows pushAPI SDK

[nsa c6opkn npumepoB nog Windows HY>XKHO MMETb YCTaHOB/IEHHYHO nporpammy Visual Studio 2013. B coctas
npumepoB BxoauT Toolchain, koTopbIin cogepxuTt boost, OpenSSL, a Takke ncxogHukK Thift Runtime-
61bNnoTEK, KOTOPbIE COBMpPatOTCa B cocTaBe npumepa. B Toolchain BxoguT yTunuta thrift, kotopas
KoMnunupyert thift-cxemy B COOTBETCTBYIOLLMI UCXOAHbIN KOA,. Mosib30BaTeslb MOXET UCMO/b30BaTb CBOO
peannsaunto boost, OpenSSL u Thrift - 415 3TOr0 HY>KHO oNpeAesnMTb CBOM NEePeEMEHHbIE OKPYXXEHWS:
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$ (BOOST_ROOT)
$ (OPENSSL_ROOT_DIR)
$(THRIFT_INSTALL_DIR)

@ BaxHO!

CamocTosTenbHyto coopky Thrift HeobxoaMMO ocyecTBNATb ¢ OpenSSL, T.K. pushAPI pa6oTaeT no
SSL-coeguHeHuIo.
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